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2.3 New Developments 

In addition to our efforts this past quarter to improve 

network performance, we have also begun planning and in some 

cases already begun implementin~ several new network 

developments. In the following subsections, we discuss each of 

these new developments in turn. 

2.3.1 New TELNET Implementation 

Implementation of the new TELNET protocol has now become the 

top priority item on the TIP development queue. Because what is 

done in the TIP potentially affects what is done at a number of 

Hosts, during the quarter we publicized the implementation 

schedule to which we hope to adhere. We summarize the schedule 

and its major milestones below. 

Reasonably early in the third quarter we plan to be done 

with the basic design of the TIP's implementation of the new 

TELNET protocol, and to have a version of the TIP operational 

which has a general implementation (as opposed to the TIP's 

cur~ent very rudimentary implementation) of the TELNET option 

negotiator -- which, however, will refuse all options. 

Late in the third quarter, we plan to have the design of the 

basic TELNET options done and to have operational a version of 
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the TIP which includes any modifications necessary to support 

these basic options. 

Mid-way through the fourth quarter we plan to have a version 

of the TIP operational with the basic options operational; these 

basic options will be Binary Transmission, Echo, Suppress Go

Ahead, Timing Mark,and Remote Controlled TransMission and 

Echoing. 

By the end of the year, we plan to have any problems worked 

out having to do with communication between the TIP's new TELNET 

protocol and other network Hosts and to have operational a solid 

version of the TIP which supports the new TELNET protocol with 

the basic options. 

2.3.2 Expanding the Network Beyond Sixty-three Nodes 

The network is now almost at its size limit of sixty-three 

nodes. To expand the network to greater than the current limit 

of sixty-three IMPs requires effort in several areas: a) 

specification of changes to the IMP/Host protocol (i.e., to BBN 

Report 1822) to permit addressing of greater than sixty-three 

IMPs, b) modifications to the IMP program, c) modifications to 

the Host Network Control Programs (NCPs), and d) modifications to 

the Network Control Center (NCC). Interestingly, no change is 
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necessary to the Host/Host protocol as the Host/Host protocol 

separates the IMP/Host protocol (and hence the addressing fields) 

from the rest of the Host/Host protocol. We discuss each of the 

above four areas in greater detail in the following paragraphs. 

2.3.2.1 IMP/Host Protocol Changes 

The IMP/Host protocol currently permits addressing of a 

maximum of sixty-three IMPs with four genuine and four "fake" 

Hosts on each IMP. The fake Hosts are the IMP debugging, 

statistics, and 

address fields 

other software packages. 

contain a total of nine 

Thus, 

bits 

the current 

of address 

information, six bits for IMP number, one bit to specify whether 

the Host is fake or not, and two bits to specify one of the four 

genuine or fake Hosts on an IMP. 

We recommend expansion of the IMP/Host protocol address 

fields to 24 bits, 16 bits to address about 65,000 IMPs and eight 

bits to address about 250 genuine Hosts and a few fake Hosts on 

an IMP. 

At the time one is making such a fundamental change to the 

IMP/Host protocol as expanding the address fields from nine to 24 

bits, it is probably sensible to make a number of other protocol 

changes that have been requested for various purposes, and we are 
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currently evaluating these requests. We plan to make these 

changes in a backward compatible manner, so that Hosts which use 

the present IMP/Host protocol can continue to use it over an 

indefinitely long transitional period (of course, without any 

capability to communicate with Hosts whose addresses are outside 

the current limits). The details of the IMP/Host protocol change 

are discussed in Section 2.3.3. 

2.3.2.2 Modifications to the IMP 

The fundamental change necessary to the IMP software is to 

expand the network packet format to accommodate the expanded IMP 

and Host address fip-Ids. This is ~ significant but not too 

difficult change which can be done in a manner completely 

transparent to the Hosts. That is, the packet format can be 

expanded immediately with the change to the IMP/Host interface 

not made until some later time. 

Of course, eventually the IMP/Host interface must be changed 

to follow the new expanded IMP/Host protocol. This should be 

done in such a manner that the IMP maintains both the old and the 

new interface, so that the IMP is able to communicate with Hosts 

following either the old or new protocol. A~ain this is a 

significant but not too difficult change. 
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Before the sixty-fourth IMP can actually be added to the 

network, some change must be made to the routing algorithm. This 

can be done in two steps. As an interim step one can just expand 

the current algorithm to permit a few more nodes (e.g., 75). 

Ultimately, the routinR algorithm must be changed to permit area 

routing. Without area routing, as the number of nodes approaches 

twice the present number, the CPU bandWidth and the line 

bandWidth used by the present routing algorithm will become 

excessive. With an area routing algorithm, the CPU and line 

bandWidth required can probably be made to increase as the log of 

the number of nodes rather than linearly with the number of 
nodes. 

The biggest problem with the IMP program changes is likely 

to be the memory required to implement them. The additional 

memory required will probably not be very mUCh, but with the 

current insufficiency of IMP buffer memory, any additional memory 

taken for proRram changes will be painful. 

Modification to the Host NCPs 

From our view pOint, the necessary modification to the Host 

NCPs comes in two parts: the modifications necessary to the TIP 

and the modifications necessary to other Hosts. We discuss the 
TIP first. 
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There is a basic choice to be made for the TIP: should it 

or should it not be modified to permit communication with IMPs 

with addresses greater than sixty-three and Hosts with addresses 

greater than four (counting from one)? As stated above, the IMP 

should be fixed so that a given Host may either continue to use 

the o~d protocol (with its limited address fields) or use the new 

protocol (with its expanded address fields). Let us assume that 

the TIP will be modified to follow the expanded protocol. 

First, the TIP's interna~ tables of Host addresses (i.e., 

the Host number with which a given terminal is communicatinrr) 

must be expanded to 24 bits. This is straightforward, costing 

the memory for the additional bits for each of the possible TIP 

ports. Additionally, the program will have to be changed or 

added to at a number of points to utilize thesc expanded tables. 

Again this is straightforward but costs som~ memory. So far, the 

tables we are discussing are all tables which are indexed by TIP 

port number and are thus only sixty-four elements long. A more 

difficult change is required for the several tables which are 

presently indexed by Host number and are thus 256 elements long. 

Clearly, the basic structure of these tables must change as one 

cannot consider tables 65,000*256 (the number of IMPs times the 

number of Hosts per IMP) elements long. Thus, it will be 

necessary to. make these tables more dynamic than they are at 
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present with entries only for Hosts with which TIP ports are 

communicating (a maximum of sixty-four) or to somehow change the 

Host protocol implementation to eliminate these tables which are 

presently indexed by Host number. We will use both of the ideas 

suggested in the previous sentence. Some of the TIP tables 

currently indexed by Host will be made more dynamic, such as the 

tables which keep track of Host RSTs, ERPs, and ECHs. The 

remainder of the TIP tables currently indexed by Host, primarily 

the table which keep track of blocking on the control link to the 

Hosts, will be eliminated in favor of a more clever 

implementation in which they are not required. These changes are 

likely to result in more CPU bandwidth being consumed than was 

consumed previously, althou~h less memory might be required. 

The NCP changes to Hosts other than the TIP we are less able 

to estimate. Our guess is that there are a number of NCPs which 

will have nearly the same structure as the TIP (i.e., some tables 

which need simple expansion and some tables which need to be made 

more dynamic). Of course, these other Hosts will also have the 

option of not changing at all and accepting the limitation of 

being able to address only sixty-three IMPs. Note that this 

option may be quite viable as most of the ARPA research sites 

will probably continue to have addresses of less than sixty-four 

(unless ARPA is planning to add a lot of new contractors to the 
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network), and will thus be able to communicate with each other, 

and probably have little interest in communicating with other 

Hosts (such as the Navy sites). Further, new sites which will 

have addresses greater than sixty-three can have their NCPs 

implemented so they can address the expanded set of IMPs and 

Hosts and will therefore be able to communicate with every site. 

(A little shuffling of IMP numbers might even better separate the 

ARPA and non-ARPA sites into less-than and greater-than groups.) 

Also, as these new sites are added, in some cases NCPs for 

existing Host types will be used and expanded, and these expanded 

NCPs can then be retrofitted to the Hosts at sites less than 

sixty-four. Finally, modification to a very few NCPs (e.g., 

TENEX, TIP, ELF) will result in over 50 of the p.xistin? Hosts 

being able to use the expanded network. 

2.3.2.4 NCC Modifications 

The major NCC efforts required to permit greater than sixty

three IMPs are in the areas of modification to a number of the 

NCC operator procedures and support programs which exist on the 

PDP-1 and BBN-TENEX and modifications to the program which runs 

in the 316 NCC computer. These changes are straightforward and 

can probably be done in a natural and evolutionary manner. 
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There may be facilities (e.g., the Network Measurements 
Center) which ~/ould have to undertake changes similar to those 
necessary for the NCC. 

2.3.3 Proposed IMP/Host and Host/IMP Protocol Change 

In the previous section, we discussed the need to expand the 
network beyond sixty-three nodes including, in ~eneral terns, the 
need to expand the IMP/Host and Host/IMP protocols. In this 
section we discuss in detail the change we propose to make to the 
IMP/Host and Host/IMP protocols, both for network expansion and 
other reasons. The information contained in this section was 
circulated throu~hout the ARPA Network community at about the 
mid-point of the second quarter. There is necessarily 
considerable overlap between the information given in this 
section and the issues raised in the preceeding section. 

Our intention in this expansion is to correct certain 
existing limits without fundamental changes in the philosophy of 
the IMP/Host protocol; i.e., while many issues which would 
represent fundamental changes to the IMP/Host protocol are 
presently under discussion in the world-wide packet-switchin~ 

community, we are not able to undertake massive fundamental 
changes on a time scale compatible with the short term needs for 
network improvement (e.~., there are already almost 60 IMPs). 
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The following paragraphs cover 

characteristics of the expanded protocol. 

3 of BBN Report 1822 is assumed. As is 

expanded protocol is backwards compatible. 

Expanded Leader Size 

each of the major 

A knowledge of Section 

discussed below, the 

The leader will be expanded from two to five 16-bit words. 

This will provide space for necessary field expansions and 

additions. 

2.3.3.2 Expanded Address Field 

The address fielrt will be expanded to 24 bits, 16 bits of 

IMP address and 8 bits of flost address. This expRnsion is more 

than adequate for any foreseeable ARPA Network growth. 

2.3.3.3 New Message Length Field 

A new field will be added which will allow the source Host 

to specify, if it wishes, the message length (in bits) to the IMP 

subnetwork. The IMP subnetwork may be able to use this 

information (when available) to better utilize network buffer 

storage. The destination Host may also be able to use this 

information to better utilize its buffer storage. 
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2.3.3.4 Expanded Handling Type Field 

The handling type field which is now used to distin~uish 
between priority and non-priority message streams, etc., will be 
expanded to eight bits. This expanded field will provide for the 
possibility of a number of parallel message streams having 

different handling characteristics between pairs of Hosts; e.g., 

priority, non-priority, varying numbers of packets per message 
(see below), unordered messa~es (i.e., the present type-3 
messages), a message stream requiring guaranteed capacity, etc. 

Note that only some of these facilities will be available in the 
near term. 

2.3.3.5 Source Host Control of Packets per MessR~e 

The possibility will exist for thc source Host to specify a 

message stream which will use a given number of packets per 

multi-packet message (e.g, two packets per messa~e or five 
packets per message). Since the IMP network will not have to use 
eight packet-buffers for reassembly purposes, as at present, this 

may result in better performance for such services. This will 

help users who need both low delay and high throughput. 
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2.3.3.6 

Unordered messages may be indicated by a handling type 

rather than by a message type as at present. This would be 

compatible with the need to check the Host access control 

capabilities of all messages. It would cause a slight backward 

incompatibility for the three or so Hosts which presently use 

type-3 messages in their research. 

Change in Format of Fake Host Addresses 

The For/From IMP bit will be eliminated. The fake Host 

addresses wLII be the four highest Host numbers (e.g., IMP 

Teletype will be Host 252). 

Addition of a Parameter to the IMP-to-Host NOP 

The IMP-to-Host NOP will have added to it a parameter 

specifying the address (IMP and Host number) of the Host. 

Backward Compatibility 

The old and new formats will be supported in parallel in the 

IMPs for the foreseeable future to allow gradual phaseover of 

Host software. A Host will be able to specify to its IMP whether 

the old or new formats are to be used; thus, it will be possible 

for the Host to specify switching back and forth between the two 
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modes for debugging purposes. The specification of the mode to 

be used will be possible via a proper choice of format in the 

Host-to-IMP Nap message; the IMP will use the mode of the Host-

to-IMP Nap message the IMP has received. Further, a Host may use 

either the old or new format without needing to know more about 

the other format messages than to discard 'them should they 

arrive. The IMP will initialize by sending several Nap messages 

of each type to give the Host its choice. Although a Host not 

implementing the new format will not be able to address Hosts on 

IMPs with IMP-number greater than sixty-three, the IMPs will 

wherever possible do the conversion necessary to permit Hosts 

using the old format to communicate with Hosts using the new 

format and the reverse. Finally, it will be possible to convert 

the leader format from old to new, or the reverse, without 

knowledge of the message type. 

2.3.3.10 Non-blocking Host Interface 

A mechanism will be provided which allows the IMP to refuse 

a message from a Host without blocking the Host interface. This 

mechanism will permit the IMP to gather the necessary resources 

to send the refused message and then ask the Host to res end the 

message. Finally, the Host will be permitted to ask to be able 

to send a message, and be notified when it can, without the 

message having actually to be sent and refused. 
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2.3.3.11 Maximum Message Length 

The maximum number of bits of data in a message may be 
reduced by a few bits. 

2.3.3.12 Implementation Plan 

We have received a good deal of feedback about the proposal 
given immediately above for revising the IMP/Host and Host/IMP 
protocol. The response has been mostly favorable with several 
area$ of general exception. Areas of concern have included the 
length of the new leader fields (being inconvenient for 36-bit 
word Hosts), the possibility of making the new message formats 
better match proposed international standard messar,e formats, and 
possible effects on the Host/Host protocol. 

We are presently trying to integrate into our proposal some 
of the improvements which have been suggested to us. Once this 
is done, we will publish a revised proposal and an implementation 
schedule for making the necessary changes to the IMP software. 
We will distribute the implementation schedule and other 
necessary information (e.g., format details) in plenty of time so 

~ that Hosts desiring to use the new protocol as soon as it is 
available will be able to do so. 
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2.3.5 Netnews 

Late in the quarter, stimulated by the need to announce 

several upcoming chan~es in network administration and network 

developments, ARPA asked that the TIP's UETNEWS capability 

(implemented via the RSEXEC) be improved to pernit selective 

reading of news items rather than permitting display of news 

items only in reverse chronological order as has been the case 

till now. Further, ARPA asked that the TIP be modified to 

provide a herald, calling attention to the existence of new news 

items as they appear. By the end of the quarter, the news herald 

was operational although change of the content of the herald 

depends on almost nanual neans. Early in the third auarter the 

capability to view the news selectively will be operational, 

utilizing for the tine being a modlfir.ation of the t1SG program 

developed at the University of Southern California's Information 

Sciences Institute, running under TIPSER-RSEXEC. 

50 

II 
I 
I 
I 
I 
I 

'. 
il I 

• • 
• 
• • ~'i/ 

• I "" 
,,-,I' 

• 
• 
• 
• 



I: 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
Ii 
Iii 

: 

I" 

I 
I 
I 
I 

Report No. 3106 Bolt Beranek and Newman Inc. 

3. .......... ~~NG 

In our Quarterly Technical Report No. 6 (Contract No. 

F08606-75-C-0027) we reported on our design of a mechanism which 

ARPA requested to provide access control and user accounting for 

Terminal IMPs. In Quarterly Technical Report No. 1 of the 

current series we discussed several problems which resulted from 

installation of this mechanism in the network, and our proposed 

solutions to these problems; it was noted that the problems were 

primarily administrative rather than technical. Further, we 

noted that the access control and accounting mechanism had been 

disabled pendin~ ARPA review of the need for the mechanism and 

the propo~ed solutions to the various problems. 'l.'his review 'vJas 

carried out durin,R: the second quarter and resul ted in ...... '.111 •• 

In spite of this decision, we continue to believe that the 

design of the access control and accounting mechanism was sound 

and that, ~iven a requirement for these features (of sufficient 

importance to make it necessary to solve the administrative 

problems), the mechanism would have performed well. In fact, we 

obtained several machine-months of experience with the mechanism 

51 



Report No. 3106 Bolt Beranek and Newman Inc. 

and encountered no technical difficulties. Accordingly we* have 

documented, in this section, the general and specific features of 

the design, with emphasis on the fact that the mechanism is a 

non-trivial example of computer resource sharing. 

Our design starts with the basic fact that users (and 

administrators) of a small computer, in this case the TIP, will 

always desire more service than it can provide, but that in a 

network environment services can be provided to a small computer 

by one or More larger computers. In particular, because of its 

memory and bandwidth li~itations, the TIP is incapable of 

providing its users with a sophisticated command language. The 

TIP has no space to hold tables of passwords or statistics on its 

usage; thus, the TIP has no capability for access control or 

accounting. The TIP cannot distribute operational information to 

its users, such as announcements of system chan~es. Further 

examples are readily available. What the TIP does provide is a 

relatively transparent, simple, flexible, and high performance 

interface between a terminal and the network. However, if access 

control, accounting, and other operational capabilities were to 

*Our colleagues who implemented the TENEX RSEXEC portions of the 
mechanism have contributed substantially to this section of this 
report, portions of which previously 'appeared in their Final 
Report on Natura.l Communication with Computers (Volume III, BBN 
Report No. 2976), and are included here in the interest of a 
complete and coherent presentation. 
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be provided, it was necessary to devise a mechanism to obtain 

these capabilities elsewhere. 

In the following sections we sketch a system of computer 

resource sharing which is able to effectively provide the TIPs in 

the network with a set of advanced capabilities. We also discuss 

the fundamental structures upon which our computer resource 

sharing solution rests, and He describe some of the capabilities 

which the system currently provides. Finally, we consider some 

deficiencies and ramifications of our solution. 

We have used the term "non-trivial" to describe our system 

of computer resource sharing. Our systen is non-trivial in the 

following senses: 1) several man-years of effort were expended 

in an actual implementation; 2) altogether some twenty-five 

computers are involved; and 3) the system is capable of being 

used operationally "around the clock." Further, the system of 

resource sharing which He have developed is broader than just the 

provision of TIP functions; the same concepts' can be generally 

used to permit a computer or collection of computers to enhance 

the capabilities of another computer or collection of computers. 

Thus, this mechanism only begins to illustrate the potential of 

such resource sharing computer systems. 
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