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4. SYSTEM AVAILABILITY· AND RELIABILITY 

In this section we discuss the issues of message system 

availability and reliability. First, however, we make clear what 

we mean by these two terms. Availability is a measure of how 

much of ·the system is available to be used when users want to use 

it. Reliability is a measure of the accuracy of the system. For 

instance~ if there is a power failure and there is no backup 

power or system, then the system is unavailable. If the system 

is available and it miscalculates the result of a user request or 

misfiles user data, then the system has made an error and is 

unreliable to that extent. Of course, there are some obvious 

couplings between reliability and availability. If the system 
f 

makes too many errors (i.e., is too unreliable) from the user's 

point of view it might as well be unavailable. The important 

point to be made is that many techniques which improve 

reliability do not necessarily also improve availability and vice 

versa. Note that we define security to be a separate problem 

from reliability and availability; maintaining a high level of 

reliability or availability does not ensure security. Of course, 

unreliability may impact security, so the security techniques 

must guard against unreliability. (Security is discussed in 

Section 5.) 
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In the rest of this section we discuss, in turn, standard 

Pluribus techniques meant to insure availability, additional 

techniques to attempt to provide comp~ete system reliability, 

distributed techniques to improve availability beyond what is 

possible. with a single system, and techniques to insure 

user-level reliability. 

4.1 Standard Pluribus System Availability Techniques[19] 

Computer reliability is a common, serious, and difficult 

problem which has been approached in many ways. For critical 

applications (e.g., space exploration), large amounts of money 

are spent to overcome such apparently trivial weaknesses as 

problematical power supplies and connectors. Although a great 

deal of attention is given to tailoring computers to particular 

job environments, the commercial world of computer manufacturers 

has provided no adequate answer to the reliability problem. 

The notions of fault-tolerant and fail-soft systems have 

been around for a number of years and because reliability is such 

[19] Additional material on the topics discussed in this section 
can be found in S.M. Ornstein, W.R. Crowther, M.F. Kraley, R.D. 
Bressler, A. Michel, and F.E. Heart, "Pluribus A Reliable 
Multiprocessor," AFIPS Conference Proceedings 44, May 1975, pp. 
551-559. Also, see Appendix B for a summary of the basic 
Pluribus structure. 

-58 



Report No. 3339 Bolt Beranek and Newman Inc. 

a crucial issue in a communications network, it was decided that 

some of these ideas should be exploited in the design of the 

Pluribus. 

The availability goal of the Pluribus is not that the system 

should never break, but rather that it should recuperate 

automatically within seconds or minutes from most troubles and 

that the probability of total failure should be dramatically 

reduced over traditional machines. The system should survive not 

only transient failures but also solid failures of any single 

component. It is assumed that it is not necessary to operate 

correctly all of the time so long as outages are infrequent, kept 

~rief, and fixed without human intervention. 

4.1.1 Appropriate Hardware 

The Pluribus structure provides hardware integrity through 

the following principles. Not only qre duplicate copies of a 

particular resource provided, but it is also necessary to assure 

that the copies are not dependent on any common resource. This 

means in the Pluribus that in addition to providing multiple 

memories, there are multiple busses on which the memories are 

distributed. Furthermore, each bus is not only logically 

independent, but also physically modular. The chassis, with its 
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own power supply and cooling, is built into an integral unit 

which may be powered down, disconnected, and removed from the 

rack for servicing or replacement while the rest of the machine 

continues to run. 

All central system resources, such as the real time clock 

and the PID, are duplicated on at least two separate 110 busses. 

All connections between bus pairs are provided by separate ~us 

couplers so that a coupler failure can disable at most the two 

busses it is connecting; all other interconnections between 

busses are unaffected. 

When a particular communications circuit is deemed critical, 

it is connected to two identical interface units (on separate 1/0 

busses), either of which may be selected for use by the program. 

When the extra reliability is not worth the extra cost, the line 

is only singly connected. 

In order for the system to adapt to different hardware 

configurations, facilities have been provided 

convenient for the software to search for and 

resources which are present and to determine 

parameters of those which are found. 

- 60 -
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To allow for actLve failures, all bus couplers have a 

program-controllable switch that inhibits transactions via that 

coupler. Thus, a "malicious" bus may be effectively "amputated" 

by turning off all couplers from that bus. These switches are 

protected from capricious use by requiring a password. 

Naturally, an amputated processor has no access to these 

switches, 

4.1.2 Software Survival 

With the above features, the Pluribus hardware can 

experience any. single component failure and still present a 

runnable system. One must assume that as a consequence of a 

failure, the program may have been destroyed, tne processors 

halted, and the hardware put in some hung state needing to be 

reset. Three broad strategies have guided the means used to 

restore the algorithm to operation after a failure: keep it 

simple, worry about redundancy, and use watchdog timers 

throughout. 

4.1.2.1 Simplicity 

First, all processors are identical and equal; t~ey are 

viewed only as resources used to advance the algorithm. Each is 

able to do any system task; none is singled out (except 

- 61 -
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momentarily) for a particular function. A consequence of this is 

that the full power of the machine can be brought to bear on the 

part of the algorithm which is busiest at a given time. A 

further consequence is that should any processor fail', the rest 

will continue to perform the necessary tasks, albeit at reduced 

capacity. 

A second system characteristic which arises from a desire 'to 

keep things simpie is passivity. The terms active and passive 

describe communication between subsystems in which the receiver 

is expected to put aside what it is doing and respond. The 

quicker the required response, the more active the interaction. 

In general, the more passive the communication, the simpler the 

receiver can be, because it can wait until a convenient time to 

process the communication. Neither the hardware interfaces nor 

other processor~ tell a processor what to do; rather, tasks to be 

done are posted in the PID and processors ask the PID what should 

be done next. 

There are some costs to such a passive system: First, the 

resulting slower responsiveness has necessitated additional 

buffering in some of the interfaces. (A side effect of this need 

for buffering is that more efficient interface design is possible 

because the buffering eases the timing constraints imposed on the 
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interface.) Second, the program must regularly break from tasks 

being executed to check the PID for more important tasks. The 

alternatives, however, are far worse. In a more active system, 

for example one which uses classical priority interrupts, it is 

difficult to decide which processor to switch to the new task. 

The possibilities for deadlocks are frightening, and the general 

mechanis~ to resolve them cumbersome. 

As a third example of simplicity, the entire system is 

broken into reliability subsystems which are parts of the overall 

system that verify one another in an orderly fashion. The 

subsystems are cleanly bounded with well-defined interfaces. 

~hey are self-contained in that each includes a self-test 

mechanism and a reset capability. They are isolated in that all 

communication between subsystems takes place passively via data 

structures. Complete interlocking is provided at the boundary of 

every subsystem so that the subsystems can operate asynchronously 

with respect to one another. 

The monitoring of one subsystem by another is performed 

using timer modules, as discussed below. 

guarantee that the self-test mechanism of 

These timer modules 

each subsystem 

operates, and this in turn guarantees that the entire subsystem 

is operating properly. 
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4.1.2.2 Redundancy 

Redundancy is simultaneously a blessing and a curse. It 

occurs in the hardware and _the software, -and in both control and 

data paths. We deliberately introduce redundancy in the hardware 

to provide reliability and_promote efficiency, and it frequently 

occurs because it is a natural way, to build things. On the other 

hand the mere existence of redundancy implies a possible 

disagreement between the versions of the information. Such 

inconsistencies usually lead to erroneous behavior and can 

persist for long periods. 

There are several methods of dealing with redundancy. The 
I 
first and best is to refer always to a single copy of the 

information. Otherwise, we must check the redundancy and 

explicitly detect and correct any inconsistencies. What is 

important is to resolve the inconsistency and keep the algorithm 

moving. Sometimes it is too difficult to test for inconsistency; 

then timers are used as discussed below. 

4.1.2.3 Timers 

There is a uniform structure for implementing a monitoring 

function between reliability subsystems based on watchdog timers. 

Consider a subsystem which is being monitored. Such a subsystem 
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is designed to cycle with a characteristic time constant, and a 

complete self-consistency check is included within every cycle. 

Regular passage through this cycle is therefore sufficient 

indication of correct operation of the subsystem. If excessive 

time' goes by without passage through the cycle, it implies that 

the subsystem has had a failure from which it has not been able 

to recover by itself. The mechanism for monitoring the cycle is 

a timer which is reset by every passage through the cycle. (For 

instance, in the IMP system, there are both hardware and software 

timers ranging from five microseconds to two minutes in 

duration.) Another subsystem monitors this timer and takes 

corrective action if the timer ever runs out. To avoid 'the . . 
necessity for subsystems to be aware of one another's internal 

structure, each subsystem includes a reset mechanism which may be 

externally activated. Thus, corrective action consists merely of 

invoking this reset. The reset algorithm is assumed to work 

although a particular incarnation in code may fail because it 

gets damaged. In such a case another subsystem (the code 

checksummer) will shortly repair the damage. 

The entire system consists of a chain of subsystems in which 

each subsystem monitors the next member of the chain[20]: Lower 

[20] See Appendix A for a specific example. 
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subsystems provide and certify some important environmental 

feature used by higher level systems. For example, a low level 

code tester checksums all code (including itself), insures that 

all subsystems are receiving a share of the processors' 

attention, and guarantees that locks do not hang up. It thus 

guarantees the most basic features for all higher levels. These 

will, i~ turn, provide further environmental features, such as a 

list of working memory areas, I/O devices, etc., to still higher 

levels. 

Before they can work together to run the main system, a 

common environment must be established for all processors. The 

~process of reaching an agreement about this environment is called 

"forming a consensus", and the group of agreeing processors is 

known as the Consensus. An example of a task requiring consensus 

is the identification of usable common memory and the assignment 

of functions (code, variables, buffers, etc.) to particular 

pages. 

The Consensus maintains and counts down a 'timer for every 

processor in the system in order to detect uncooperative or dead 

processors. This monitoring mechanism includes reloading the 

failing processor's local memory and restarting it. Reliance on 

the Consensus is vulnerable to simultaneous transient failure of 
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all processors. For many cases (as for example when all of the 

processors halt), a simple reset consisting of a one-second timer 

on the bus and a 60 Hz interrupt routine suffices. 

For more catastrophic failures the machine must be reset, 

reloaded, and restarted using external means. 

4.2 Sys~em Reliability Techniquei 

As discussed· above, there ~re a number of techniques which 

are used with any Pluribus system to insure availability. 

However, as was also mentioned, no attempt is made with these 

techniques to guarantee that the system never makes an error. 

R~ther, an attempt is made to minimize errors and to recover from 

errors, but not necessarily without the loss of any data. Thus, 

there may be times when the Pluribus-based message system will 

cough and sputter and soon recover (in the sense that the 

hardware and software are ready to continue running the program), 

but without additional mechanisms, some data may be lost. For 

instance, if a memory failed, the entire contents of that memory 

could be lost although the system would adjust and return to 

operation using the remaining memory banks. 

If the use of the Pluribus-based message system is to be 

like that of most existing message systems of which we know, the 

-67 -



1 

, 

I 
I 
I 

Report No. 3339 Bolt Beranek and Newman Inc. 

users will require that the system not lose data (or at least 

minimize data loss) even through system failure and recovery. 

There are a number of more or less traditional techniques to 

guarantee system reliability, and these are applicable to the 

Pluribus-based message system as well as any other system. In 

the remainder of this section we discuss some of these techniques 

[ 2 1 J . 

The problem of system reliability can be divided into two 

convenient categories: the problem of recovering from a disk 

(presumably the medium for the file system) crash and recovering 

from a CPU crash or program error. The following makes the dual 

~ssumptions (valid we think) that a disk crash is much less 

likely than a CPU crash or program bug, and that most program 

bugs will not hurt the file system. 

Suppose the message system has been processing user 

transactions all day and then there is a failure which results in 

the state of the message system and its file system being 

uncertain. Uncertainty is worse than certain knowledge that a 

particular file was destroyed. If it was known for certain that 

[21J The techniques in this section are for the most/part proven 
techniques which are a part of the folk~lore 'of computer 
technology. The write-up here is, to our knowledge, a first. We 
wish we had had it when we began researching this area. 
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a particular file was destroyed and no other, then all but the 

user of the destroyed file could continue work. However, when 

the damage is uncertain, no user can continue work. Thus, 

something must be done to return the system to a known state. 

Actually, systems are frequently continued from the point of 

failure on the hope that not too much damage was done, and the 

thought that if any user (someday) detects that some of his data 

was lost, he may somehow be able to recover on his own. Such 

systems usually do dump the entire disk once in a while so that 

if" it is completely apparent that the file system is lost, it can 

be restored t9 the point of the last dump, and the users only 

have to redo all their work from this point. 

However, for our purposes a method which has less 

uncertainty and which puts less burden on the user is clearly 

required. The uncertainty can be removed by returning to the 

state of the system at the point of the last dump, each time 

there is a failure. (We will return shortly to the issue of 

lessening the burden on the user.) Checkpointing is the 

conventional name given to the process of taking a periodic dump 

of the system as mentioned above, i.e., periodically saving 

sufficient information to permit the system to be restarted at 

the previous point at which information was saved. The points 
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. 
are called checkpoints[22]. 

There is an interesting theoretical issue (with much 

practical import) about checkpoin~ing, namely the optimum 

checkpoint interval. The loss due to failure can be reduced by 

checkpointing often. However, it is expensive to save the state 

of the system too often. This problem of finding the optimum 

checkpoint interval has been studied previously[23]. 

We now address the problem of lessening the burden on the 

user. If, in addition to making periodic checkpoints, the system 

writes every transaction coming into the system onto a magnetic 

tape (the most sensible medium for this sort of job), then after 

a failure and backup to the checkpoint, the transactions which 

were processed after the checkpoint can automatically be replayed 

through the system for the users, thus relieving them of the 

burden of recreating their work themselves. This "log" of 

transactions is frequently called an audit trail (and can also be 

used for audit, accounting and other purposes). Clearly, a 

[22] IBM Corporation, OS Advanced Checkpoint/Restart, Release 
21.7, IBM Manual GC28-6708-5. 
[23] Chandy, K.M. and Ramamoorthy, C.V., "Rollback and Recovery 
Strategies for Computer Programs", IEEE Transactions on 
Computers, Vol. C-21, No.6, June 1972, pp. 546-556. 
Young, John W., "A First Order Approximation to the Optimum 
Checkpoint Interval", Communications of the ACM, Vol. 17, No.9, 
September 1974, pp. 530-531. 
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tradeoff similar to that mentioned above exists for a system 

which uses periodic checkpoints and an audit trail to minimize 

loss in the event of failure and to automate recovery. 

Checkpointing too often is wasteful but minimizes the cost of 

replaying transactions from the point of the last checkpoint. 

Checkpointing too seldom does not increase cost in and of itself, 

but resu~ts in having to play back too many transactions in the 

case of failure. This tradeoff is illustrated in Figure 7 

(adapted from[24]). The curve on the figure label~d "overhead to 

ch"eckpoint" indicates that if checkpoints are made very 

frequently, there is great overhead. As the inter~checkpoint 

interval increases, the overhead due to checkpointing decreases 
l 
rapidly. On the other hand, there is little overhead due to 

having to replay transactions if checkpointing is done 

frequently; but this increases linearly (given a few reasonable 

assumptions) with the increase in the inter-checkpoint interval. 

Summing the two curves to find the total overhead for varying 

values of the inter-checkpoint interval, one sees that there is 

an optimum (i.e., point of minimum overhead). This point is the 

optimum inter-checkpoint interval. 

[24] Chandy, K.M. et al., "Analytic Models for Rollback and 
Recovery Strategies in Data Base Systems", IEEE Transactions on 
Software Engineering, Vol. SE-1, No. 1~ March 1975, pp. 100-110. 

- 71 -



I 
I 
I 
I 
I 
I 
I 

I 

Report No. 3339 Bolt Beranek and Newman Inc. 

OVERHEAD TO 
o CHECKPOINT 
c:r 
lJJ 
:I: 
a:: 
lJJ 

6 
lJJ 
<.!) 

~ 
Z 
IJJ 
U 
a:: 
lJJ 
a.. 

I NTER-CHECKPOINT TIME 

OVERHEAD TO 
RECOVER 

Figure 7 Intercheckpoint Time vs. Overhead 



Report No. 3339 Bolt Beranek and Newman Inc . 

• 

Notice that while there is an optimum checkpoint interval, 

the simple approach of periodic checkpoints and replaying the 

audit trail is possibly still quite expensive. Each time the 

full disk is dumped, for instance, a great cost is incurred 

(e.g., half an hour for typically sized disks with typically fast 

tape drives); further, to reload the disk from the checkpoint is 

equally expensive. However, there is a technique for eliminating 

much of this overhead, at least in many cases. This technique 

involves keeping a log of before images. Assume for the moment 

that the disk is functioning well, but the CPU fails or the 

program fails b~cause of a bug. Presumably, before the CPU or 

program failure, the disk was correct. After the failure, 
/ 
however, one is not sure of its state; it may no~ have been 

. ".' ". 

updated correctly to account properly for the transactions being 

processed at the time of the failure. Suppose in addition to 

checkpointing the entire disk each day (say) and keeping an audit 

trail of all incoming transactions, the following steps are 

taken: 

a. All transactions into the system are logged as part of 

the audit trail. 

b. Before any record is changed or deleted on the disk, 

the before image (the value of the record before the 

- 73 -
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change or deletion) is written on the (logically 

separate) checkpoint tape. 

c. Periodically (and often, e.g., every five minutes) a 

modified 6heckpoint is written on the checkpoint tape. 

This modified checkpoint does not include the complete 

state of the disk, but rather includes only the 

complete state of the program (e. g • , registers, 

buffers, swapping memory) and a pointer to the current 

position of the audit trail tape. 

d. In the event of the failure mentioned ~bove, the 

checkpoint tape is played backwards from the end[25], 

restoring disk records changed or deleted since the 

last checkpoint to their before images. 

e. When the most recent checkpoint is reached, the state 

of the system is restored and the audit trail tape is 

rewound to the point at which it was at the last 

checkpoint. The system is now completely restored to 

its condition at the the time of the last checkpoint, 

including the state of the disk. 

[25] Finding the end of the tape can be an interesting practical 
problem; typically one fills the blank tape with end-of-file 
marks to facilitate this. 
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f. Now the audit trail tape may be read forward, 

reprocessing transactions which arrived since the last 

checkpoint. 

Thus, the addition of before 

restore the state of the 

images provides a capability to 

disk with very little overhead as 

Further, because the modified 
compared to a total disk reload. 

checkpoint is so small compared to a full disk dump, one can 

afford to checkpoint often. The result is low system cost for 

recQvery and high user convenience. 

There is·a potential problem with the above system, the 

~,roblem of order-dependent outputs. Suppose, for instance, in a 

banking transaction system, there are two parallel processes, one 

processing deposits and one processing withdrawals. Further 

suppose that for a given customer a withdrawal is processed which 

results in an overdraft situation and a nasty letter to the 

customer. Next the deposit process runs, and a deposit is 

processed for the customer which erases the overdraft situation. 

Then the system crashes and recovery is initiated. During 

recovery, because of process overlay considerations (for 

instance), the customer's withdrawal and deposit are processed in 

the reverse order and this order is written in the bank's 

records. When the user calls to ask about his overdraft, the 
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bank will have no record of it. In this particular case, there 

are constraints one could have placed on the way the system 

operates to eliminate the problem; however, in general, if one 

permits parallel- or multi-processing, there is no way to avoid 

such problems. One must either ask the users to insure that such 

problems cannot happen or can be corrected at user level, or one 

must forQid multi-processing (at a potentially great decrease in 

system efficiency). 

This brings up the related "problem" of duplic~te responses. 

Since one goes back in time during recovery and reproceS3es 

inputs, outputs already sent to the user can result. It is best 

to declare such duplicate outputs to be a system feature, 

assuring the user that his transactions were, in fact, processed.· 

Some systems attempt to avoid such duplicates by writing system 

outputs on the audit trail (along with inputs) and then matching 

outputs resulting from reprocessing against outputs on the audit 

trail and suppressing outputs which have already been sent to the 

user once. One can alternately use time stamps on the outputs to 

eliminate those already sent to the user before the system crash. 

There are two problems with trying to eliminate duplicate 

outputs: 1) one can never be completely sure all duplicates are 

eliminated; and 2) writing outputs on the audit trail can be 
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very expensive if the users require prolific output. Of course, 

it may be desirable to record outputs for other reasons, such as 

for accounting or statistics, or simply for the purpose of 

maintaining a complete output log. 

In the above discussion we implied two separate tapes, one 

for the audit trail tape and one f~r the checkpoint tape. In 

fact, it is possible to use the same physical tape drive for both 

these functions, and it is conceptually quite straightforward to 

do so. One first works one's way backwards down the tape, 

restoring the disk from the before images until one reaches the 

last checkpoint which is used to complete restoration of the 

system to a known state. Then one reads forward on the tape, 

replaying the transactions. Using the same tape does slightly 

complicate the recovery software which must separate the two 

logical tapes, but this is certainly worth doing when compared to 

the cost' of requiring two physical tape drives always 

operational. 

With each record on the disk, one can maintain a field 

stating the date and time the record was last written (as will be 

shown belOW, this field is convenient to have for other purposes 

also). Just before a given record is to be changed on the disk, 

the record must be read into memory prepatory to writing the 
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before image on the checkpoint tape. By looking at the time the 

record was last written, one can determine whether a before image 

has already been written for this record since the last 

checkpoint (i.e., if the record has been written since the last 

checkpoint, then a before image has been written since the last 

checkpoint). If a before image for this record has already been 

written since the last checkpoint, there is no need to write 

another before image for the record, even though the record may 

have been updated several more times since the before image was 

originally written since the checkpoint. The additional before 

images for the $ame record need not be written since steps d. and 

e. above have the effect of restoring the disk to its state 

flbefore the C first time the record was updated since the 

checkpoint. Since it seems likely that a given record would be 

subject to repeated updates, closely spaced in time, this trick 

can result in considerable savings in not having to write 

redundant before images. 

Now, suppose the disk itself crashes. With the techniques 

we have discussed so far, there is no alternative but to go back 

to the last complete disk dump, to reload, and to replay all the 

transactions since the complete dump. 
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Actually, some systems have used after images to attempt to 

minimize the expense of the recovery process in the case when the 

disk has crashed. After images is the name given to copies of 

disk records written to the checkpoint tape after the records 

have been updated (rather than before as with before images). 

When the disk crashes and one has after images available, after 

the disk has been completely reloaded from the point of the last 

disk dump, the disk can then be more quickly restored by simply 

updating disk records from the after images (in the order 

written) until the point of the last checkpoint is reached. From 

this point one may read the audit trail tape forward as in point 

~. above and finish restoring the state of the system. However, 

after images have several problems: 1) there are a lot of them 

since one must be written every time a record is written even if 

the same record is written many times; 2) they are written on the 

tape in the wrong order for convenient reloading (that is, they 

should be sorted to eliminate duplicates and to reduce disk seek 

time during reload); and 3) their being written takes processing 

time which increases proportional to system activity rather than 

being schedulable for some period off prime time. 

A good alternative to after images for minimizing the cost 

of recovering from a disk failure is the incremental dump. With 
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the incremental dump, one periodically scans the entire disk 

looking for records which have been changed since the last 

incremental dump and dumps them. The same field in the records 

can be used to decide whether or not a record should be included 

in the incremental dump as is used to keep track of the date and 

time that records were last written, to reduce the number of 

before images written. In some cases it is more practical to 

keep a (sorted) list of updated records in core, or (in even 

fewer cases) to keep a chain of updated records op the disk. 

As with the after images, a full dump must be made once in a 

while to serve as a base upon which to load the incremental dumps 

tor the after images in the previous case). When the disk fails, 

one first reloads the disk from the last complete dump. Then one 

reloads the incremental dumps since the last complete dump. Then 

one replays the audit trail tape from the point of the last 

incremental dump. 

The incremental dump has several possible advantages over 

the method of after images: 1) the incremental dump can be done 

at a convenient time off prime shift; 2) the incremental dump 

includes at most one copy of a given record for each period 

between incremental dumps; 3) since one usually simply scans 

-.80 -



Report No. 3339 Bolt Beranek and Newman Inc. 

completely across the disk to detect which records should be 

included in the incremental dump, an incremental dump tape can be 

reloaded without excessive movement of disk heads and is thus 

much faster. There is also an indirect benefit of having to scan 

the entire disk periodically for the purpose of the incremental 

dump: during the scan one may detect problem areas on the disk. 

If one goes too long between complete scans of the disk, a 

portion of the disk may develop unrecoverable trouble before one 

detects that fhere is trouble. Once per day is a natural and 

often-used frequency for incremental dumps. However, if one 

wants to save the complete scan, especially if the portion of the 

disk updated in the period between incremental dumps is a small 
f' 
'fraction of the total size of the disk, one may keep a table of 

the records changed and use this table to select the records to 

be incrementally dumped. Even with this table, one can still 

dump the recordi in a convenient order to reload. 

In addition to saving reprocessing of transactions, 

incremental dumps (and to a lesser extent after images) permit 

one to lengthen the time between full dumps. This can be a 

significant saving. If there are many incremental dumps to be 

reloaded after a failure, one might think of using read/merge 

techniques. 
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In some applications one can not afford the down time to 

reload the complete dump and the incremental dumps. In such 

instances, one must have two parallel ,disks, each of which is 

updated identically and in parallel. Then if a disk fails, one 

simply plays back through the before images and the last 

checkpoint and back forward through the transactions to get the 

system back to the point of the failure and continues using one 

disk. Of course, a second disk also means the elimination of the 

down time which would otherwise result while the broken disk is 

repaired. 

In all of the above techniques, care must be taken to 

i"' properly interlock checkpointing, dumping, the arrival of 

transactions, and the recovery process. For instance, while the' 

system is recovering, new incoming transactions must be held off, 

either by forbidding them completely, or by recording them for 

later processing once the system has recovered. Traditionally, 

while a system is dumping, new transactions have also been held 

off. Actually, it is possible to avoid the loss of system 

availability during dumps. First, one arranges that the dump 

time correspond with the time of a checkpoint (which is necessary 

in any case). Then during the period of the dump, the before 

image for any record updated is written on the dump tape as well 

- 82 -

, . 



Report No. 3339 Bolt Beranek and Newman Inc. 

as on the checkpoint tape. If the system later has to be 

restarted or the disk restored, all the information needed for 

this to occur using the standard recovery techniques is already 

qn the dump and checkpoint tapes. 

, 

4.3 Availability through Distributed Computation 

In a network environment, such as that in which a PMS mig,ht 

reside, it becomes possible to consider enhancing the 

availability of the system through distributed computation 

techniques. For instance, when there are several PMSs attached 

to the same network, if a particular one goes down, its users 

might temporarily use another on the network, even though their 

own message system will soon recover and recover reliably. 

Admittedly, this is a simple form of distributed computation. 

There are. several areas in which distributed computation 

might help the PMS application. These are discussed in the 

following four subsections. 

4.3.1 Simple Complete Backup 

This is essentially the technique mentioned in the previous 

paragraph. When a user's own PHS goes down, he explicitly and 

manually begins to use an alternate PHS. The PMSs are 
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independent and no attempt is made to automatically take work 

begun on one system and continue it on the other system. This is 

analogous to the computer user who has two computers available 

and is running a time-consuming Fortran program on one 'of them. 

When that first system halts, on a breakpoint for instance, 

rather than going out for coffee, the user might do a little 

Cobol work on the other computer, with the hope that the first 

computer will eventually recover and continue his Fortran job 

from where he left off. 

Owners of independent PMSs might make arrangements with each 

other to provide each other with backup service for high priority 

dsprs. 

Obviously, if complete backup is a good idea, partial backup 

is also useful where possible. For instance, if the PMS consists 

of two parts, the handling portion and the terminal handler, it 

might be possible to backup the terminal handler with another 

terminal concentrator also on the network. 

4.3.2 Use of Selected Network Resources 

Aside from providing a backup capability for increased 

availability of all or part of the PMS, a network also offers the 

possibility for use of certain selected resources not otherwise 
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available or which the PMS would otherwise have to provide 

itself. For instance, a PMS on the ARPANET might make use of the 

DataComputer rather than supplying that much rapid access 

archival storage at the PMS itself. It is easy to envision ways 

to take convenient advantage of a DataComputer-like device on the 

same network as a PMS. For instance, the complete dumps of the 

disk might be made to the DataComputer" although unless the 

network were extremely fast, the process of dumping and reloading 

would be very slow. More likely, one could simplify the 

construction of the PMS by supplying a relatively modest message 

storage space for each user. Then either the system 

(automatically) or the user (explicitly) could archive a given 

se~ of messages on the DataComputer. Then when the user wanted 

the messages back, they would be retrieved from the DataComputer 

and restored to the user's message storage space local to the 

PMS. One might' ask, why not just archive to magnetic tape. The 

answer is that for limited size transactions, e.g., a file of 

messages on a particular topic, the retrieval time from the 

DataComputer is likely to be less than the time required to mount 

and scan the tape. This is in contrast to the case where a 

relatively large amount of data is to be retrieved, when it would 

be faster to find the tape, mount it, and read, all the data from 

that tape rather than incurring the relatively slow transfer of 
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all that data across the network. Obviously the tradeoff is 

transfer rate vs. seek time and the correct solution is a 

function of the frequency of seeks. 

Another example of selected use of network resources would 

be to not have a terminal handler on the PMS at all but to assume 

that all terminal handling is provided elsewhere in the network. 

4.3.3 Distributed Data Bases[26] 

If one attempts to provide availability th~ough use of 

distributed computation and to provide it reliably (e.g. 

transparent to the user and without errors), one is faced with 

the problem of maintaining distributed data-bases. A distributed 

data base might also have advantages in the areas of increased-

responsiveness and load sharing potential. For instance, data 

base queries initiated at sites where the data is stored can be 

satisfied directly without incurring the delay due to 

transmission of the queries and responses throughout the network, 

and those initiated from sites "near" the data base's sites can 

be satisfied with less delay than those further from the data 

base sites; with regard to load sharing, the computational load 

[26] R. H. Thomas, "A Solution to the Update Problem for Multiple 
Copy Data Bases", submitted for publication. 
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. 
of responding to data base queries can be distributed among a 

number of data base sites rather than centralized at a single 

site. 

These and other benefits of replicating_ data must be 

balanced against the additional cost and problems introduced in 

doing so. There is, of course, the cost of the extra storage 

required for the redundant copies. There is the problem Df 

maintaining synchronization of multiple copy data bases in the 

presence of update activity. Other problems are determining for 

a given application or subapplication the number of copies to 

maintain and the sites at which to maintain them, selecting a 

~ata base site to satisfy a query request when it is initiated, 

etc. 

The inherent communication delay between sites that maintain 

copies of a data base makes it impossible to insure that all 

copies remain identical at all times when update requests are 

being processed. The goal of an update mechanism for a multiple 

copy data base is to guarantee that updates get incorporated into 

the data base copies in a way that preserves the mutual 

consistency of the copies in the sense that all copies converge 

to the same state and would be identical should update activity 

cease. 
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Traditional update mechanisms can be characterized as 

involving some form of centralized control whereby all update 

requests are channeled through a single central point. At that 

point the requests are first validated and then distributed to 

the various data base sites for entry into the data base copies. 

A second, fundamentally different approach to the update problem, 

based on .distributed control, is possible. For this approach the 

responsibility for validating update requests and entering them 

into the data base copies is distributed among the collection of 

data base sites. 

Mechanisms which use centralized control are attractive 

because a central control point makes it relatively easy to , 
. detect and resolve conflicts between update requests which, if 

left unresolved, might lead to inconsistencies and eventual 

divergence of the data base copies. The primary disadvantage of 

such mechanisms is that data base update activity must be 

suspended whenever the central control point is inaccessible. 

Such inaccessibility could result from outages in the 

communications network or of the network site where the control 

point resides. Because a distributed control update mechanism 

has no single point of control, it should, in principle at least, 

be possible to construct one which is capable of processing data 
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base updates even when one or more of the component sites are in-

accessible. The problem here is that it is non-trivial to design 

a mechanism which can resolve conflicting updates in a way that 

preserves consistency of the data base copies and is deadlock 

free. Centralized update control is adequate for many 

applications. However, there are data base applications whose 

update p~rformance requirements can be satisfied only by a system 

which uses distributed update control. 

An algorithm to correctly support distributed data bases 
. 

should have the following properties: 

Distributed updating. Updates to a redundantly maintained 

I data base can be initiated through any of the data base 

sites. 

Update synchronization. Races between conflicting, 

"concurrent" update requests are resolved in a manner that 
• 

maintains both the internal consistency and the mutual 

consistency of the data base copies. 

Deadlock prevention. The synchronization mechanism that 

resolves races does not introduce the possibility of 

so-called "deadly embrace" or deadlock situations. 
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Robustness. The data base update algorithm can recover 

from and function effectively in the presence of 

communications (network) and data base site (host) 

failures. The algorithm is robust with respect to lost and 

duplicate messages, the (temporary) inability of data base 

managing processes to communicate with one another (due to 

ne~work or host outages), and the loss of memory (state 

information) by one or more of the data base managing 

processes. In developing the algorithm, any mechanism that 

required all data base managing processes to be up and 

accessibl~ in order for it to function effectively should 

be rejected. A mechanism should be sought that requires 

only pairwise interactions among the data bdse managing 

processes. 

4.4 User Level Reliability Techniques 

Despite everything the system can do to provide reliability, 

users will also want user level reliability mechanisms, either 

because they do not trust the system[27], or because they do not 

[27] For a discussion of the environment users may face, see J.M. 
McQuillan and D.C. Walden, "Some Considerations for ~ High 
Performance Message Based Interprocess Communication System," 
Proceedings of the ACM SIGCOMM/SIGOPS Interprocess Communication 
Workshop, March 1975, pp. 77-86. 
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trust the user at the ot~er end. We look at the analogy of the 

U.S. Mail (although the analogy is admittedly weak in the area of 

the assumption that the system is doing its best to be reliable). 

After one mails an important letter, one often calls the party to 

whom the letter was mailed to make sure he received the letter. 

Alternatively, sometimes when one mails a letter, one requests a 

receipt from the receiver to make sure he accepted the letter. 

The message system should make provision for this sort of user 

level reliability mechanism. For example, the following options 

should be available: 

Automatic receiver acknowledgment of receipt of message 

Sender requested receiver acknowledgment of receipt of 

message 

Special handling end-to-end system 

acknowledgment and retransmission of message 

User level logging of message receipt and transmission. 
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