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1. INTRODUCTION 

This Quarterly Technical Report is the tenth in a series of 

reports which describe the work being performed at BBN in 

fulfillment of several ARPA work statements. Since the ninth 

quarter, the QTR has been issued as a two-volume repo rt . The 

areas described in Volume I includ e: 1) development of and 

experimentation with packet broadcast by satelli te; 2) 

development of the Pluribus Satellite IMP; and 3) UNIX System 

Development. The areas described in Volume II include 1) 

development of the Private Line Interface; and 2) end-to-end 

packet network security. This work is supported under contracts 

MDA903-76-C-0252 and MDA903-76-C-0214, and is described in the 

two volumes of this single Quarterly Technical Report with the 

permission of the Defense Advanced Research Projects Agency. 

Some of this work is a continuation of efforts previously 

reported on under contracts DAHC15-69-C-0179, F08606-73-C-0027, 

F08606-75-C-0032, and MDA903-76-C-0213. 
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4. UNIX SYSTEM DEVELOPMENT 

For the first time this quarter we will include in the UNIX 

System Development section of the combined QTR a discussion of 

all of the UNIX work currently being performed by the Computer 

Systems Division, not just the TCP work as has been reported 

previously. 

BBN is currently performing a broad assortment of 

improvements to the UNIX operating system, as well as using UNIX 

as a vehicle for exploration of issues in operating system 

development and maintenance. These activities fall into three 

broad technical categories: communic ation network support, 

distributed processing, and software engineering. 

4.1 Communication Network Support 

Two major sets of network protocols are required for our 

work: the ARPANET protocols based on the Network Control Program 

(NCP), and the internetworking protocols based on the 

Transmission Control Protocol (TCP). In both cases, working 

versions exist which are being modified and extended ,to meet 

changing needs. We are also working toward a compatible set ot 

higher level protocols (TELNET, FTP) which may be ~sed in thes~ 

somewhat different environments. 
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The version of the Tep described in the "UNIX TCP User's 

Guide", BBN report 3724, July 1978, is based on version 2.5 of 

the Internet Transmission Control Protocol. This version was 

brought up on UNIX by starting with an existing assembly language 

program which implements the protocol and modifying its 

interfaces to match the UNIX system. This approach required some 

significant changes to the UNIX Interprocess commun ic ation 

mechanisms (described in the previous QTR) in order to support 

any networking activities where the major protocol handler is not 

within the system but rather operates as a user program. Our 

work during this quarter has been to begin to convert this 

version to Tep Version 4.0, and to construct a ond Tep 

wri 

iii ]7 Til U i II ! I II 11 11lI.1 7 CD? ? l,iliJ4:'e'-. !s expected to be usable 1n Octocer ~(O It should provide 

significant performance advantages over the current 

implementation, as well as being easier to change in the future. 

Its development is being coordinated with the development of a 

Tep for use in the AUTODIN II testing environment. This will 

then provide a 

This design is 

described in "Tep/PSIP Development Report", BBN Report 3900, 

August 1978. 
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The TELNET ~igher-Ievel protocol is currently under design 

for use with both the ARPA Tep and the AUTODIN Tep. A report 

describing the design was released enti tIed "THP Development 

Report", BBN report 3907, August 1978. This design will be the 

basis for a user and server TELNET package which will (through 

the use of compile time swi tches) operate in both the ARPA and 

AUTODIN environments. 

The ARPANET software has been developed as a community-wide 

effort over a period of several years. Our current activities in 

this area have been to integrate the ARPANET - software package 

with our Tep work, as well as correcting and extending the Nep. 

Work during this quarter has focused on obtaining· the latest 

release of the ARPANET code and making it work properly. This 

entailed corrections to several flaws in the package, which were 

difficult to track. To help in this activity, the format of the 

error log maintained by the Nep daemon process has been changed 

to clarify the information extracted, and make it more usable. 

We have also identified a list of improvements to the NCP that we 

feel are necessary as further network development proceeds. 

These are: 

integrate variou 

h 
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a single UNIX system could use the NCP protocol in talking to 

certain hosts, the XNET debugging protocol in talking to others, 

and the TCP talking to still others, all simultaneously. Other 

protocols requiring raw message support are the network voice 

protocol (NVP), network measurement center protocol (NMC), and 

satellite IMP protocols (host-SIMP). This support is currently 

designed and being implemented. 

(2) Await and Capacity. The integration of the NCP with the 

interprocess communication enhancements described in previous 

QTRs allows application programs to handle multiple inputs and 

outputs including network connections without complicated coding. 

This change is now installed. 

(3) Extended leader support. The new 96 bit leaders are 

required to converse with new IMPs and hosts currently appearing 

on the ARPANET. Support for this must be developed in two 

stages: (a) talking to hosts whose host number fits within eight 

bits using the new leader, and (b) talking to hosts with larger 

host numbers. . The first is a relatively straightforward 

modification which can be confined to the low level sections of 

the NCP, but the second will require changes in the interface 

that the NCP pro~ides to application programs and other protocols 

such as TELNET and FTP. The second change will also require 

significant changes within the NCP. For example, the NCP now 

maintains a table of 256 bits to record information about the 
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RFNM status of each host. The extended leader provides support 

for 24 bit host addresses. The algorithms must therefore be 

examined to determine whether alternatives exist to a bit table 

representation, or whether some limit on the number of hosts 

larger than 256 but less than 2**24 is required. Note that this 

limitation would be on the actual host address assignments, not 

on the number of simultaneously open connections. 

(4) Two network operations. In order to use a UNIX system 

as a gateway, the IMP driver needs to be modified to support 

multiple hardware interfaces. This change must be coordinated 

with the NCP so as to support the ARPANET protocols on one of the 

networks. 

(5) Socket allocations. The NCP currently allocates socket 

numbers only when a connection is being established. 

, e.g. the MSG protocol of the National Software 
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4.2 Distributed Processing 

In an effort clearly related to the networking t ec hnol 011' 

described above, BBN is also investigating distributed approachel 

to relieving performance problems. One particular case study his 

been the development of an editor whose functionality is divided 
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between the UNIX system and a cluster controller. This work has 

been described recently in a paper entitled "Case Sudy in 

Distributed Processing", Doug Hunt, Alan Nemeth, and Robert 

Wells, IEEE Compcon, September 1978. This project, completed 

within the past quarter, took an existing two-dimensional text 

editor (NED, described in "The CRT Text Editor NED - Introduction 

and Reference Manual", Walter Bilofsky, Rand report R-2176-ARPA, 

December 1977), and modified it so as to operate in this 

distributed environment. This was done with minimal change to 

the user interface; indeed, the existing editor code was used 

almost totally in building the distributed system. 

An extension to this system is now being studied. The 

cluster controller will be used to implement multiple logical 

terminals on a single physical terminal, by dividing the display 

screen in separate areas (called ports) each representing the 

screen of a separate logical terminal. The physical keyboard 

will be time-multiplexed between the keyboards of the multiple 

logical terminals. The mechanism for controlling the division of 

the screen and the assignment of the physical keyboard will be 

placed in the cluster controller so that the UNIX system needs 

only minimal changes to support this capability. The expectation 

is that a user can understand the activities of multiple 

processes much more easily with .this model than with other 

competitive means of control. 
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mechanism described in 

previous QTRs has been extended to support terminals, pipes, RAND 

ports, and the NCP special files in UNIX. This mechanism is 

currently k 

~~~""""~~This sort of mechanism is well 

suited to processes with a single input and output which process 

their input sequentially, but processes which perform more 

sticated data transport 

mjil1ghisms. The argument for this is more fully stated in a 

recent paper, "Int,n?, •• ? 111 I I1dlu, .. nCl&!l2£ ,6I1UU.t£iini®:JIiI.Jm"-'d'$ • 

andy Rettberg, IEEE Compcon, September 

These discussions have led to a design for a data transport 

mechanism based on the concept of mapping sections of a file into 

an individual process's address space. By allowing multiple 

processes to simultaneously map the same section of the same 

file, communications through shared memory may be employed. 

Further, the same mechanism permits shared code as well as shared 

data, improved 1/0 handling, and more sophisticated debugging 

techniques. A description of this design has been written and is 

available as an informal working paper entitled "UNIX Shared 

Memory", March 31, 1978. 
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4.3 Software Engin~ering 

Significant attention has been spent during the past quarter 

on some important problems of software engineering, both as 

applied to the UNIX system in particular, and to other systems in 

general. The two major focuses of attention in this area during 

the quarter were perfomance analysis and remote software 

maintenance technology. 

Performance analysis was focused on the serial data stream 

interprocess communication 

determine upper bounds on 

primitives. Tests were performed to 

data throughput. The RAND port 

mechanism and the standard UNIX pipe facility were each used to 

establish simplex communications from one process to another on 

an otherwise idle machine. The numbers and sizes of messages in 

each test were varied and the raw data -- execution times -- were 

acquired using the UNIX 'time' command. In general, the tests 

conformed to expectations: fairly little difference between the 

two mechanisms, with throughput increasing with message size to a 

fixed upper limit. The time to process a single IIO operation is 

composed of a fixed time for the system call and a time 

proportional to the message size to copy data between user space 

and system buffers. Bounds were obtained for UNIX on an 11/40 

and an 11/70. On the 11/40, the fixed time for a pipe IIO system 

call is 3.5 mseCj it is 4.5 msec for a port IIO system call. 

Data transfer rate between user space and system buffers is 10 
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microseconds/byte for either style of communication. Throughput 

for pipes reaches a maximum of 64 Kbps (thousand bits per 

second); for ports, the bound is 55 Kbps. On the 11/70, the 

rates are all somewhat better. The fixed time for the pipe I/O 

system call is 1.75 msec; for ports it is 3 msec. Data transfer 

rate between user space and system buffers is 5 

mic roseconds/byte. Throughput for pipes reaches a max imum of 

0.26 Mbps (million bits per second); for ports the bound is 0.24 

Mbps. Tests involving simultaneous use of several communication 

paths were inconclusive due to extreme variance introduced by the 

UNIX scheduling algorithm. 

Investigations were begun during this quarter into 

techniques for performing remote maintenance of UNIX system 

software. A number of areas were identified as sui table for 

remote activities and necessary to the software maintenance 

functions: revisions of the software, functional or diagnostic 

testing, and performance monitoring. Within each area, specific 

capabilities required are being defined. For example, it is 

clearly necessary to be able to release new versions of the 

operating system remotely without losing control of the system. 

The XNET protocol will be embedded in the UNIX kernel to permit 

the central site to gain control following a new release or a 

software-detected fa ilur e. Thi s same basic mechanism c an then 

also be used during the debugging of new versions of the kernel. 
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The various error diagnostics produced by UNIX will be redirected 
to appear at the central monitoring site rather than the 
individual hosts. Mechanisms for detecting and correcting file 
system difficulties have been developed for use from the central 
site. Periodic performance and usage reports are also planned to 
determine whether the bounds on various system resources be 
adjusted. 
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