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4.1.4.2.1.4 Address Filtering Algorithm 

The address filtering algorithm currently implemented in the 

Mail Bridges is detailed below: I 

A) Is the message going back out the same network interface 
as it came in? 

Yes: Send Message 

B) Is the IP Destination on a directly connected network? 
. Yes: Is IP Destination in the access table? 

No: Send Message 
Yes: Is IP Source in table AND do COl's match? 

Yes: Send Message 
No: Discard Message 

C) Is the IP Source on a directly connected network? 
Yes: Is IP Source in the access table? 

No: Send Message 
Yes: Is IP Dest. in table AND do COl's match? 

Yes: Send Message 
No: Discard Message 

D) Neither the IP Source nor the IP Destination is on a 
directly connected network (which for the current Mail 
Bridges would be the ARPANET or the MILNET). Thus, the 
message is just transiting the Internet. 
Therefore, the message is sent. 

4.2 Hardware 

The Mail Bridge hardware is identical to that used for the 

BBNCC Internet Gateway. The hardware consists of some parts in 

the LSI-11/23 family manufactured by Digital Equipment Corp. and 

some supporting hardware from Associated Computer Consultants. 
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4.2.1 Detail of the DEC Hardware 

The DEC hardware is currently purchased as a system from 

Cambridge Digital Corp., a dealer in DEC systems. Cambridge 

Digital packages the processor and associated parts with a card 

frame for 16 Q-bus slots in a cabinet manufactured by Sigma 

Information Systems. This hardware includes the items specified 

in the following subsections. 

4.2.1.1 LSI-11/23 Processor 

The CPU includes the MMU (Memory Management Unit) option. 

It is packaged as the type M8186 module. 

4.2.1.2 Two MSV11-DD Memory Modules 

Each of these memory modules contains 32 kilowords of 16 bit 

memory. The Mail Bridge uses only 32 kilowords of memory, with 

the extra memory is included for possible future expansion. 

4.2.1.3 One DLV11-J 

The DLV11-J contains 4 asynchronous serial interfaces. One 

is used by the control terminal and the other 3 provide the 

capability for future expansion. 
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4.2.2 Details of the ACC Hardware 

ACC supplies this family of modules for use in a variety of 

LSI-11 applications, including the standard BBNCC Internet 

Gateway. 

4.2.2.1 One Robustness-II Module 

The Robustness module contains several functions useful for 

providing automatic start-up of the gateway. 

There are 2 independent 32-bit jumper fields. These 

contents can be accessed and read by the program. Normally they 

will contain the primary Internet address of the gateway, and 3~ 

bits of configuration information. 

A "bootstrap" feature is provided. This requires 2 sets of 

PROMs, one standard, and one custom. The standard set contains a 

basic bootstrap supplied by ACC. It reads out the contents of 

the other, larger set of custom PROMs, and writes these into 

specified memory locations in main memory. BBNCC supplies the 

custom PROMs with a program that supports the remote system 

debugging and down-loading. The custom PROMs are mounted in a 

pair of 24-pin DIP sockets on the Robustness board. 

- 21 -



Report No. 5612 BBN Communications Corporation 

Finally, the board includes a "watch dog" timer. This 

timer must be reset under program control at least every six 

seconds or the gateway will restart its bootstrap program. Thus, 

the gateway can usually recover from a "hung" program. 

4.2.2.2 Two 1822 DH Interfaces 

Each of these modules provides the 1822 interface to a 

single network. Two are required for the Mail Bridge. The 

interface must be ordered with the DH option, in order to support 

Distant Host capability, using cable lengths up to 2000 feet. The 

1822 DH interface does not provide ground isolation. 

4.2.2.3 MDMA 

The MDMA is a direct memory access device controller for the 

two 1822 DH interfaces. A single MDMA connects to both 

interfaces via an internal cable. 

5 Further Work Needed 

In several areas related to the Mail Bridge there is work 

that is currently being done, but not as part of DDN, or there is 

work that could be done in the future. 
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5.1 HDH 

There are many potential applications for Mail Bridges (and 

Internet Gateways) where one of the network interfaces must be 

HDH (HDLC Distant Host), due to the connection distance involved. 

Suitable i~terface hardware is available from Associated Computer 

Consultants. As part of a separate research effort, BBNCC is 

currently developing the necessary software, but this will need 

to be incorporated into the standard gateway software supported 

by DDN. 

5.2 Access Table Management 

Currently the access table is loaded from BBNG along with 

the rest of the Mail Bridge program. In order to change the 

access table in a Mail Bridge, that Mail Bridge must be reloaded. 

Eventually it would be convenient to have facilities in NU to 

load and modify acce~s tables. 

5.3 Memory Management 

The Mail Bridge has 64K words of RAM memory, but the LSI-

11/23 processor can only directly address 32K words due to its 

16-bit address space. The memory management unit (included with 

each Mail Bridge) could be used to access the second 32K words of 
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memory, although significant software modification would be 

required. If memory space becomes an issue in the future, th1s 

possibi11ty could be investigated. 

6 Appendix -. Mail Bridge Installation Guide 
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