
BBN Communications Corporation 
A Subsidiary of Bolt Beranek and Newman Inc. 

Report No. 5979 

A Functional Description of the 
DON Mailbridge Gateway 
Revision of February 1986 

Contract No. DCA200-85-C-0023 
CDRL Item 8002 

Prepared for: 
Defense Communications Agency 



Report No. 5979 

A FUNCTIONAL DESCRIPTION OF THE DDN MAILBRIDGE GATEWAY 

Contract No. DCA200-85-0023 

CDRL Item S002 

Revision of February 1986 

Prepared for: 

Defense Communications Agency 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Report No. 5979 BBN Communications Corporation 

Table of Contents 

1 OVERVIEW .............................................. 1 

2 FUNCTIONALITY ........................................ , 2 
2.1 Gene r a I De s c rip t i on. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 2 

Detailed Description ................................ 3 2.2 
2.2.1 
2.2.2 
2.2.3 
2.2.4 
2.2.5 
2.2.6 
2.2.7' 
2.2.8 
2.2.9 
2.2.9.1 
2.2.9.2 
2.2.9.3 
2.2.10 

Forwarding Internet Datagrams ...................... 3 
Input ............................................. 3 
Header Checks .............................. : . . . . .. 4 
Routing ........................................... 6 
Redirects .................•....................... 7 
Fragmentation ..................................... 8 
Header Rebui 1 d .................................... , 9 
Output ............................................ 9 
Filtering of Gateway traffic ..................... 10 

Protocol Filtering ............................. 10 
What Is SMTP Mai I? ............................ 10 
Address Fi Iter ing. . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 11 

Load Sharing .................................... 12 

3 PROTOCOLS SUPPORTED BY THE GATEWAY .............. ' ..... 1,4 
3.1 Cross-Net Debugging Protocol ....................... 14 
3.2 Host Moni toring Protocol .. '.' ....................... 15 
3.3 Internet Control Message Protocol .................. 17 
3.4 Gateway-t.o-Gateway Protocol ....................... , 17 
3.4.1 Determining Connectivity to Networks ............. 18 
3.4.2 Determining Connectivity to Neighbors ............ 19 
3.4.3 Exch~nging Routing Information ................... 20 
3.4.4 Comput ing Routes ................................. 22 
3.4.5 Non-routing Gateways ............................. 25 
3.4.6 Adding New Neighbors and Networks ................ 26 
3.5 Exterior Gateway Protocol .......................... 28 
3.5.1 Configurable Options ............................. 30 
3.5.1.1 Gateway Type ................................... 30 
3.5.1.2 Active Neighbor Acquisition .................... 30 
3.5.2 Interf ace to Rout ing Mechani sm ................... 30 
3.5.3 Ne'ighbor Acquisition and Reachability ............ 32 
3.5.4 Errors ............................................. 35 
3.5.5 Timers and Parameters ............................ 35 

4 APPENDIX A. GGP Message Formats ...................... 38 

-i-



I 
I 
I 
I 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
t 

Report No. 5979 BBN Communications Corporation 

5 APPENDIX B. Information Maintained by Gateways ....... 44 

6 APPENDIX C. The HMP Gateway Monitoring.Formats ....... 46 
6.1 Gateway Parameters ................................. 46 
6.2 Message Type 1: Gateway Trap ....................... 48 
6.3 Message ·Type 2: Gateway Status ..................... 51 
6.4 Message Type 3: Gateway Throughput ................. 59 
6.5 Message Type 4: Gateway Host Traffic Matrix ........ 65 
6.6 Message Type 6: Gateway Routing .................... 68 

7 REFERENCES. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .. 73 

-i i-



-
I 
I 
I 
I 
I 
I 
I 

Report No. 5979 BBN Communications Corporation 

1 OVERVIEW 

This doc~ent describes the functions of the BBNCC 

Mailbridge Gateway software. The Mailbridge Gateways, are used 

to link the Arponet and Milnet, forwarding datagrams between the 

two networks. In addition to standard gateway functions, 

Mailbridge Gateways can be directed to allow only mail traffic 

between hosts on opposite sides of the gateway unless both hosts 

belong to the same community of interest, in which case traffic 

is unrestricted. A method of load sharing has been devised and 

impl emented in an effort to preve'nt the overloading of Mai Ibridge 

Gateways. 

This document also describes in detail the protocols and in 

the Appendices the message formats that the Mailbridge Gateway 

currently supports. 

The present doc~ent describes the functionality of all 

currently developed software; not all functions may be included 

in a given release. 

-1-
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2 FUNCTIONALITY 

2.1 General Description 

The Mailbridg~ is capable of performing the same functions 

as a standard DARPA Internet gateway.. In addition, the 

Mailbridge will provide a capability for .filtering and a 

mechanism for load sharing ~ong the Mailbridges. 

The following paragraphs describe the Mailbridges' three 

main functions: 

o forwarding internet datagrams to their destination 

networks; 

o selectively excluding {filtering} traffic other than SMTP 

Mail (when activated); 

o providing a means to balance the traffic equally among the 

Mailbridges (load sharing). 
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2.2 Detailed Description 

2.2.1 Forwarding Internet Datagrams 

This section describes how the Mailbridge forwards datagrams 

between networks. A host computer that wants an Internet 

Protocol (IP) datagram to reach a host on another network must 

send the datagram to a Mailbridge to be forwarded. <Before it is 

sent into the network, the host attaches to the datagram a Jocal 

network header containing the address of the Mailbridge. 

2.2.2 Input. 

When a Mailbridge receives a message, it checks the 

message's local network header for possible errors and performs 

any actions required by the host-to-network protocol. This 

processing involves functions such as verifying the local network 

header checksum or generating a local network acknowledgment 

message. If the header indicates that the message contains an 

Internet datagram. the datagram is checked for a valid Internet 

header. Any message received that does not pass these tests is 

discarded. 

-3-
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2.2.3 Header Checks 

An Internet header check performs a number of validity tests 

on the IP header. A datagram that fails these tests is 

discarded, and a Host Monitoring Protocol (HMP) trap is sent to 

the Network Operations Center (NOC). The following checks are 

performed: 

o Proper IP Version Number (currently 4) 

o Valid IP Header Length (»= 20 bytes) 

o Valid IP Message Length (>= IP header length) 

o Valid IP Header Checksum 

o Non-Zero Time to Live field 

If any of the first four checks fail, the packet is discarded and 

no Internet Control Message Protocol (ICMP) message is sent. 

since the IP header cannot be relied on for valid addressing 

information. If the Time to Live field is zero then an ICMP 

"Time Exceeded In Transit" packet is sent to the source host, 

subject to the restrictions on sending ICMP packets about ICMP 

packets. The Flags field bit 0 has no defined use, and is not 

checked to ensure that it is zero (to allow for future upward 

c omp a t i b iii t y) . 

After a datagram passes these checks, its Internet 

destination address is examined to determine if the datagram is 
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addressed to the gateway. Each of the gateway's Internet 

addresses (one for each network interface) is checked against the 

destination address in the datagr~. If a match is not found. 

the datagr~ is passed to a forwarding mechanism. If the 

datagr~ is addressed to the gateway itself. the. IP options in 

the IP header are processed. The Mailbridge supports the 

following IP options: 

o NOP 

o End of Option List 

o Loose Source and Record Route 

o Strict Source and Record Route 

If the datagr~ is addressed to the gateway after the 

options have been processed. then the datagr~ will next be 

processed according to the protocol in the IP header. If the 

protocol is not supported by the Mailbridge. it will reply with 

an ICMP error message and discard the datagr~. The Mailbridge 

does not support IP reassembly. so fragmented datagr~s which are 

addressed to the gateway are discarded. 

-5-



Report No. 5979 BBN Communications Corporation 

2.2.4 Routing 

The gateway makes a routing decision for all datagrams that 

are to ba forwarded . .The routing algorithm provides two pieces 

of information for the Mailbridge: 

1) the network interface that should be used to send 
this datagram, and 

2) the destination address that should be put in the 
local network header of the datagram. 

The Mailbridge maintains a dynamic Routing Table (see Appendix B) 

which contains an entry for each reachable network. The entry 

consists of a network number and the address of the neighbor 

gateway/Mailbridge on the shortest route to the network, or else 

an indication that the gateway/Mailbridge is directly connected 

to the network. A neighbor gateway/Mailbridge is one which 

shares a common network with this gateway/Mai lbridge. The 

distance metric that is used to determine which neighbor is 

closest is defined as the "number of hops, " where a 

gateway/Mailbridge is considered to be zero hops from its 

directly connected networks, one hop from a network that is 

reachable via one other gateway/Mailbridge, etc. The Gateway-

to-Gateway Protocol (GGP) is used to update the Routing Table 

(see Section 4.2 describing the Gateway-to-Gateway Protocol). 

The Mailbridge attempts to match the destination network address 

in the IP header of the datagram to be forwarded with a network 
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in its Routing Table. If no match is found, the Mailbridge drops 

the datagram and sends an ICMP Destination Unreachable message to 

the IP source. If the Mailbridge does find an entry for the 

network in its table, it uses the network address of the neighbor 

gateway entry as the local network destination address of the 

datagram. However, if the final destination network is one that 

the Mailbridge is directly connected to, the destination address 

in the local net.work header is created from the destination 

address in the IP header of the datagram. 

For ARPANET-type networks, the Gateway will receive a host-

dead message from the network if the Gateway attempts to send a 

packet to a non-existent host: This information is kept for a 

period of one minute so that subsequent packets to the same 

destination may 

Unreachable/Host 

host. 

2.2.5 Redirects 

be discarded, with 

Unreachable message 

an .ICMP Destination 

sent back to the source 

If the routing procedure decides that an IP datagram is to 

be sent back out the same network interface that i twas read in, 

then this Mailbridge is not on the shortest path to the IP final 

destination. Nevertheless, the datagram is still forwarded to 

-7-
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the next address chosen by the rout ing procedure. I f the 

datagram is not using the IP Source Route Option, and the IP 

source network of the datagram is the same as the network of the 

next gateway chosen by the routing procedure, an ICMP Redirect 

message is sent to the IP source host indicating that another 

gateway should be used to send traffic .to the final IP 

destination. 

2.2.6 Fragmentation 

After a routing decision has been made,· the dat~gram is 

chec.ked to see if it must be fragmented. If the next network 

through which the datagram must pass has a maximum message size 

that is smaller than the size of the datagram, the datagram must 

be fragmented (broken into more than one datagram) . 

Fragmentation is performed according to the algorithm described 

in the Internet Protocol Specification [1]. Certain IP options 

are copied into the IP header of all fragments, and others wi 11 

only appear in the first fragment according to the IP 

speci f i cat ion. If a datagram must be fragmented, but the Don't 

Fragment bi t is set, the datagram is discarded and an ICMP error 

message is sent to the IP source of the datagram. 

-8-

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



Report No. 5979 BBN Communications Corporation 

2.2.7 Header Rebuild 

The datagram's (or the fragments of the original datagram if 

fragmentation was needed) Internet header is now rebuilt. The 

Time-to-Live field is decremented by one and the IP checksum is 

recomputed. If the Time-to-Live field becomes zero then the 

datagram is discarded and an ICMP Time Exceeded in Transit 

message is sent to the source host. The local network header is 

now also built. Using the information obtained from its routing 

checks, the Mailbridge selects the network interface to be used 

for output, and then builds the appropriate destination address 

in the local network header. 

2.2.8 Output 

If the datagram is not addressed to the Gateway after the 

options have been processed, then the datagram is enqueued on an 

output queue for delivery towards its destination. A limit is 

enforced on the size of the output queue for each network 

interface so that a slow network does not unfairly use up all of 

the Mailbridge's buffers. If a data~ram cannot be enqueued due 

to the limit on the output queue length, it is dropped and an HMP 

trap is sent to the NOC. These traps, and others of a similar 

nature, can be used by operational personnel to monitor the 

-9-
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operations of the Mailbridges. 

2.2.9 Filtering of Gateway traffic 

The Mailbridge can prevent certain hosts from sending 

through any traffic other than SMTP Mail. To accomplish this. 

both protocol and address filtering are needed. Refer to BBN 

Report No. 5612 [8] for a complete description of the filtering 

algorithms. 

2.2.~.1 Protocol Filtering 

The Mailbridge must be able to detect whether or not each 

message contains SMTP Mail. 

2.2.9.2 What Is SMTP Mail? 

SMTP. the Simple Mail Transfer Protocol. specifies one of 

the ways that mail is handled in the DDN. The Mailbridge 

unconditionally forwards SMTP Mail and supports other mail 

transport protocols for unrestricted hosts. but systems with 

restricted access to the Mailbridges will be unable to use non

SMTP based mail. 

-10-
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SMTP is a high level network protocol. It relies on the 

services of a reliable network end-to-end protocol which 

preserves the order of the data. The network and host-to-host 

protocols must be IP (Internet Protocol) and TCP (Transmission 

Control Protocol) respectively. 

2.2.9.3 Address Filtering 

If a message does not contain· SMTP Mai I. the Mai lbr i dge 

decides whether to send or discard the message by examining the 

IP source and destination addresses. The standard BBNCC Internet 

Gateway will forward any properly formed IP datagram. regardless 

of the higher level protocol it carries. When protocol filtering 

is enabled (and address filtering is disabled) the Mailbridge 

will forward only SMTP mail (and control traffic). To allow the 

use of other protocols such as Telnet and FTP by selected pairs 

of hosts. address filtering must also be enabled. The following 

mechanism is used to determine if a pair of hosts can 

communicate. 

All of hosts on the ARPANET and MILNET are divided into 

groups. Hosts are allowed to communicate only with other members 

of their graup(s). A host may, however. belong to more than one 

group. Groups are called communities of interest or COl. The 

-11-
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Mailbridge ex~ines the IP source and destination addresses of 

each non-SMTP datagr~, and compares the addresses using resident 

COl lists. If the two host addresses share at least one COl then 

the datagr~ is forwarded; otherwise, the datagram is discarded. 

2.2.10 Load Sharing 

During the design process for the split, BBNCC determined 

that multiple Mailbridges would be necessary to handle the 

expected volume of traffic passing between the ARPANET and 

MILNET. It was also determined that a mechanism would be needed 

to balance the traffic between the Mailbridges; otherwise, some 

Mailbridges might be overloaded while others are under-utilized. 

Before the split, BBNCC conducted a study to determine the amount 

of traffic between each pair of ARPANET hosts where one member of 

the pair had been designated to move to the MILNET. Based on 

this study, and the desire to have hosts use a topologically 

close Mailbridge, each host was assigned a Mailbridge through 

which it would send traffic to the other network. 

Ideally, the load sharing could be accomplished by simply 

informing each host administrator of his or her assigned 

Mailbridge. However, many host computers do not have the ability 

to retain such information on a permanent basis. Instead, these 

-12-
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hosts attempt to send all off-net traffic to a single Mailbridge. 

That Mailbridge will forward the message and then redirect the 

host to the best Mailbridge for sending traffic to the 

destination network. Each Mailbridge has a table which contains 

the Mailbridge assignment for each ARPANET and MILNET host (to 

minimize table size, all hosts on a single IMP, should be aSSigned 

to the same Mailbridge). If the host is not using the proper 

Mailbridge, it will-be redirected. A back-up table also exists, 

so if a host's primary Mailbridgeis non-operational, the host 

can be redirected to an alternate . 

-13-
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3 PROTOCOLS SUPPORTED BY THE GATEWAY 

A number of protocols are supported by the gateway to 

provide dynamic rout ing , moni toring , debugg ing .. and error 

reporting. These, protocols are described below. 

3.1 Cross-Ne~ Debugging Protocol 

The Cross-Net Debugging Protocol (XNET) [5] is used to load 

the gateway and to ex~ine and deposit data. The gateway 

supports the following XNET op-codes: 

0 NOP 

0 Debug 

0 End Debug 

0 Depos i t 

0 Examine 

0 Create Process 

-14-
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3.2 Host Monitoring Protocol 

The Host Monitoring Protocol (HMP) [4] is used to collect 

measurements and status information from the gateways, and to 

perform gateway control functions. The following control 

functions are supported: 

0 Control of Throughput Measurements 

0 Control of Host Traffic Matrix Measurements 

0 Control of Message Generator 

0 Restart Gateway 

0 Restart Gateway Routing 

0 Put Gateway in loader 

Exceptional conditions in the gateways are reported in HMP 

traps. The status of a gateway's interfaces, neighbors, and the 

networks which it can reach are reported in the HMP status 

message. 

Two types of gateway statistics, the Host Traffic Matrix and 

Gateway Throughput, are currently defined by the HYP. The Host 

Traffic Matrix records the number of datagrams that pass through 

the gateway with a given IP source, destination, and protocol 

number. The Gateway Throughput message provides a number of 

important counters maintained by the gateway. The current 

-15-
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gateway reports the following values: 

o Data,rams dropped because destination net 
unreachable 

o Datagrams dropped because destination host 
unreachable 

o Per Interface: 
Datagrams received with IP errors 
Datagrams received for this gateway 
Datagrams received to be forwarded 
Datagrams looped 
Bytes received 
Datagrams sent. ori,inating at this gateway 
Data,rams sent to destination hosts 
Datagrams dropped due to flow control 

I im.itat ions 
Datagrams dropped due to full queue 
Bytes sent 

o Per Neighbor: 
Routing updates sent to 
Routin, updates received from 
Data,rams sent. originating here 
Datagrams forwarded to 
Datagrams dropped due to flow control 

I im.i tat ions 
Datagrams dropped due to full queue 
Bytes sent 

Detailed form.ats of these reports are described in Appendix 

A. 

-16-
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3.3 Internet Control Message Protocol 

The gateway will generate the following Internet Control 

Message Protocol (ICMP)" messages under appropriate circumstances 

as defined by the ICMP specification [2]: 

o Echo Reply 
o Destination Unreachable 
o Source Quench 
o Redirect 
o Time Exceeded 
o Parameter Problem 
o Information Reply 
o Time Stamp (non-standard. response) 

Note that an Information Reply is sent in response to an 

Information Request which is addressed to one of the Gateway's 

inferfaces. but will ignore Information Requests which have a 

network number of 0, since the class of network number and 

therefore the host number are indeterminate in this case. 

3.4 Gateway-to-Gateway Protocol 

The gateway uses the Gateway-to-Gateway Protocol (GGP) to 

determine connectivity to networks and neighbor gateways; it is 

also u.sed in the implementation of a dynamic, shortest-path 

rout ing algor i thm. The current GOP message formats (f or' reI ease 

1008 of the gateway software) are presented in Appendix A. 

-17-
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3.4.1 Determining Connectivity to Networks 

When a gateway starts running it assumes that all its 

neighbor gateways are "down." tbat it is disconnected from 

networks to which it is attached. and that the distance reported 

in routing updates f-rom each neighbor to· each network is 

"inf ini ty." 

The gateway first determines the state of its connectivity 

to networks to which it is physically attached. The gateway's 

connection to a network is declared up if it can send and receive 

internet datagrams on its interface to that network. Note that 

the method that the gateway uses to determine its connectivity to 

a network is network-dependent. In some networks. the host-to-

network protocol determines whether or not datagrams can be sent 

and received on the host interface. In these networks. the 

gateway simply checks status information provided by the protocol 

in order to determine if it can communicate with the network. In 

other networks. where the host-to-network protocols are less 

sophisticated. it may be necessary for the gateway to send 

datagrams to itself to determine if it can communicate with the 

network. In these networks. the gateways periodically poll the 

network using GGP network interface status messages [Appendix A] . . 
to determine if the network interface is operational. 

-18-
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The gateway has two rules relevant to computing distances to 

networks: 1) if the gateway can send and receive traffic on its 

network interface, its distance to the network is zero; 2) if it 

cannot send and receive traffic on the interface,' its distance to 

the network is "infinity." Note that if a gateway's network 

interface is not working. it may still be able to send traffic to 

the network on an alternate route via one of its neighbor 

gateways. 

3.4.2 Determining Connectivity to Neighbors 

The gateway determines connectivity to neighbo'rs using a "K 

out of N" algorithm. Periodically, the gateway sends GGP Echo 

messages [Appendix A] to each of its neighbors. The neighbors 

respond by sending GGP echo replies. If there is no reply to K 

out of N (current values are K=3 and N=4) echo messages sent to a 

neighbor, the neighbor is declared "down". If a neighbor whose 

status is "down" and J out of }.f (current values are J=2 and M=4) 

echo replies are received, the neighbor is declared to be "up". 

The values of J,K,}.f,N and the time intervals are operational 

parameters which can be adjusted as required. 

GGP Echo Messages. If the gateway has received N of the N 

most recent replies. or the gateway has r~ceived 0 of the N most 

-19-
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recent replies, then it uses a long interval for polling. 

otherwise it uses a short interval for polling in order to speed 

up the transition for neighbors going up or down. Currently 

values for the intervals short and long are 20 and 90 seconds, 

respectively. 

3.4.3 Exchanging Routing Information 

The gateway sends routing information in GGP Routing Update 

messages. The gateway receives and transmits routing ,information 

reliably using sequence-numbered messages and a retransmission 

and acknowledgment scheme described below. For each neighbor .. 

the gateway remembers the Receive Sequence Number, R, that it 

recei ved in the mos t recent rout ing update from that ne i ghbor, 

This value is initialized with the sequence number in the first 

Routing Update received from a neighbor after that neighbor's 

status is set to "up." On receipt of a routing update from a 

neighbor. the gateway subtracts the sequence number in the 

routing update, S, from the Receive Sequence Number, R. If this 

value (R-S) is zero or greater than a small constant. K. then the 

gateway accepts the routing update, sends an acknowledgment (see 

Appendix A) to the neighbor containing the sequence number S. and 

replaces the Receive Sequence Number, R. with S. If the value 
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(R-S) is greater than zero and less than or equal to K, then the 

routing update is presumed to be old and is rejected, with no 

acknowledgment sent to the neighbor. K is currently 10. 

The gateway has a Send Sequence Number, N, for sending 

routing updates to all of its neighbors. This sequence number 

can be initialized to any value. The Send Sequence Number is 

incremented each time a new rout ing update is created. On 

recei ving an acknowl edgment 'for a rout ing update, the gateway 

subtracts the sequence number acknowledged, A, from the Send 

Sequence Number, N. I f the value (N-A) is non-zero, then an old 

routing update is being acknowledged. The gateway continues to 

retransmit the most recent routing update to the neighbor that 

sent the acknowledgment. If (N-A) is zero, the routing update 

has been acknowledged. Note that only the most recent rout ing 

update must be acknowledged; if a second routing update is 

generated bef ore the firs.t rout ing update is acknowl edged, only 

the second routing update must be acknowledged. 

In order to maintain the correct sequence numbers at all 

gateways, routing updates must be retransmitted to all neighbors 

if the Send Sequence Number changes, even if the routing 

information does not change. The gateway retransmits routing 

updates periodically until they are acknowledged and whenever its 

-21-
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Send Sequence Number changes. The gateway sends routing updates 

only to neighbors that are in the "up" state. 

3.4.4 Computing Routes 

A routing update contains a list of networks that are 

reachable through this gateway, and the distance in "number of 

hops" to each network ment i oned. The rout ing update only 

contains information about a network if the gateway believes that 

it is as close or closer to that network than the neighbor which 

is to receive the routing update. The network address may b~ an 

internet class A, B, or C address. 

The information inside a routing update is processed as 

follows. The gateway contains an N x K distance matrix. where N 

is the number of networks and K is the number of neighbor 

gateways. An entry in this matrix. represented as dm(I.J). is 

the distance to network I from neighbor J as reported in the most 

recent routing update from neighbor J. The gateway also contains 

a vector indicating the connectivity between itself and its 

neighbor gateways. The values in this vector are computed as 

discussed above (see Section 3.4.2. Determining Connectivity to 

Neighb"ors). The value of the Jth entry of this vector, which is 

the connect i vi ty between the gateway and the J th ne i ghbor , is 
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represented as d(J). 

The gateway copies the routing update received from the Jth 

neighbor into the appropriate row of the distance matrix. then 

updates its routes as follows. The gateway calculates a minimum 

distance vector which contains the minimum distance to each 

network from the gateway. 

represented as MinD(I). is: 

The lih entry of {his vector. 

MinD(I) = minimum over all neighbors of d(J) + dm(I,J) 

where d(J) is the distance between the gateway and the Jth 

neighbor. and dm(I.J) i~ the distance from the Jth neighbor to 

the Ith network. If the Ith network is attached to the gateway 

and the gateway can send and receive traffic on its network 

interface (see Section 4.4.2). then the gateway sets the Ith 

entry of the minimum distance vector to zero. The gateway notes 

whether or not the minimum distance vector has changed during the 

recomputation. 

Using the minimum distance vector. the gateway computes a 

list of neighbor gateways through which to send traffic to each 

network. The entry for a given network contains one of the 

neighbors that is the minimum distance away from that network. 
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After updating its routes to the networks, the gateway 

computes the new routing updates to be sent to its neighbors. 

The gateway reports a network to a neighbor only if it is as 

close or closer to that network than its neighbor. For each 

network I, the routing update contains the address of the network 

and the minimum distance to that network, which is Mi~D(I). 

Finally, the gateway must determine whether it should send 

routing updates to its neighbors. When the gateway receives a 

routing update from a neighbor that is different from the update 

that it had previously received from that neighbor, it sends a 

new routing update to that 

distance vector changes, 

neighbor. Also when the minimum 

routing updates are sent to all 

neighbors. The gateway sends routing updates only to neighbors 

that are currently in the "up" state. 

The gateway requests a routing update from neighbors that 

are in the "up" state, but from which it has not yet received a 

routing update. 

appropriate bit 

Routing updates are requested. by setting the 

in the routing update being sent [Appendix A]. 

Similarly, if a gateway receives from a neighbor a routing update 

in which the bit requesting a routing update is set, the gateway 

sends the neighbor the most recent routing update. 
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In order to accommodate a larger number of network numbers 

in a routing update which must be sent over a network with a 

small message size, a compressed routing update format is used. 

To provide interoperability between different versions of the 

gateway software, the gateway understands both the compressed and 

uncompressed routing updates. The code flag in the routing 

upda te is used to indi cate whi ch type of rout ing update is 

expected in return. A gateway using uncompressed updates will 

zero this byte, and will accept only uncompressed updates in 

return. 

to one. 

A gateway preferring compressed updates sets this byte 

3.4.5 Non-routing Gateways 

A Non-routing Gateway is a gateway that forwards Internet 

traffic, but does not implement the GGP routing algorithm. 

Networks that are behind a Non-rout ing Gateway are known A pri ori 

to Routing Gateways. There can be one or more of these networks 

which are considered to be directly connected to the Non-routing 

Gateway. A Routing Gateway will forward a datagram to a Non-

routing Gateway if it is addressed to a network behind the Non

routing Gateway. Routing Gateways- currently do not send 

Redirects for Non-routing Gateways. A Routing Gateway will 
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always use another Routing Gateway as a path instead of a Non

routing Gateway if both exist and are the same number of hops 

away from the destination network. The Non-routing Gateway path 

will be used only when the Routing Gateway path is down; when the 

Routing Gateway path comes back up, it will be used again. 

3.4.6 Adding New Neighbors and Networks 

Gateways dynamically add routing information about new 

neighbors and new networks to their tables. The gateway 

maintains a list of neighbor gateway addresses. When a routing 

upd~te is received, the gateway searches this list of addresses 

fat the Internet source address of the routing update message. 

If the Internet source address of the routing update is not 

contained in the list of neighbor addresses, the gateway adds 

this address to the list of neighbor addresses and sets the 

neighbor's connectivity status to "down." Routing updates are 

not accepted from neighbors until the GGP polling mechanism has 

determined that the neighbor is up. 

This strategy of adding new neighbors requires 

gateway in each pair of neighbor gateways must 

neighbor's address configured in its tables. The newest 

that one 

have the 

gateway 

can bOe given a complete list of neighbors,' thus avoiding the need 
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to re-configure older gateways when new gateways are installed. 

Gateways obtain routing information about new networks in 

several steps. The gateway has a list of all the networks for 

which it currently maintains routing information. When a routing 

update is received. if the routing update contains information 

about a new network. the gateway adds this network to the list of 

networks for which it maintains routing information. Next. the 

gateway adds the new network to its distance matrix. The 

distance matrix is the matrix of distances (number of hops) to 

networks as reported in routing updates from the neighbor 

gateways. The gateway sets the distance to all new networks to 

.. int ini ty." and then computes new routes and new rout ing updates 

as outlined above. 

In order to make better use of system resources. the gateway 

will reuse entries in the Network and Neighbor Tables in the 

following -cases. When there are no unused entries in the Network 

Table and a ne~ Network Number is received in a routing update, 

then the Network Table is searched for an entry containing an 

unreachable, non-built-in. network. If such an entry is found, 

then it will be reused. Subsequent searches start from the point 

last used for a new entry. wrapping around from the end to the 

beginning of the table. Entries in the Neighbor Table may also 
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be reused when there are no more unused entries. If a direct, 

non-built-in, GGP Neighbor remains down for more than 60 minutes 

(configurable) then a flag is set which marks the entry as 

reusable and stops the gateway from sending GGP Hello packets to 

that neighbor. 

3.5 Exterior Gateway Protocol 

The gateway may be configured to run the Exterior Gateway 

Protocol (EGP) as specified in RFC-904 [7]. The gateway's 

implementation conforms to this specification, unless otherwise 

noted, and the specification should be referred to for packet 

formats, error codes, and all other details of the EGP, including 

the state machine from which the protocol is run. 

The EGP is used to exchange network reachability information 

between different· systems of gateways, and is used to provide 

additional information to the routing mechanism to allow routing 

to networks not directly connected to gateways which are part of 

a system of Mailbridge gateways. The following description (See 

Figure 1) refers to a single gateway(Gl) which is part of a 

system of gateways(Gl,G2} using the Gateway-to-Gateway 

Protocol(GGP) to exchange routing information. Interior neighbor 

gateways(G2) are those which are part· of· the same system of 
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gateways. All other gateways are exterior gateways. Exterior 

neighbors are exterior gateways(El,E2} learned about via the EGP. 

A direct neighbor is another gateway(G2,El} with which either EGP 

or GGP is being run, while an indirect neighbor is a gateway(E2} 

which has been learned about through a direct neighbor, but with 

which no routing protocol is being run. The reachability of 

networks through an indirect neighbor(E2) is determined only by 

the direct neighbor(El) from which the indirect neighbor was 

learned. F'or this reason, only trusted gateways designated as 

core gateways are allowed to advertise other exterior gateways as 

indirect ne"ighbors; All other gateways are restricted to 

advertising only direct neighbors. 
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3.5.1 Configurable Options 

3.5.1.1 Gateway Type 

The gateway may be configured as either a core or a stub 

gateway. The core gateway will include reachability information 

about all known networks, whether reached through. interior or 

exterior neighbors, in EGP update messages which it sends. The 

stub gateway will only send information about networks reached 

through itself or interior neighbors. 

3.5.1.2 Active Neighbor Acquisition 

The gateway may be configur~d to acquire a specified number 

of direct exterior neighbors from a built-in list of gateway 

addresses. The current default is two actively acquired 

neighbors. 

3.5.2 Interface to Routing Mechanism 

Exterior neighbors are added to the gateway's neighbor table 

with flags set specifying whether the gateway is direct or 

indirect. The state of exterior neighbors is maintained by the 

EGP module, and such neighbors are ignored by the GGP module 
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which handles interior neighbors. Along with an entry in the 

neighbor table is a row in the routing matrix which is maintained 

with the current distances to networks reported as reachable 

through the exterior neighbor. The distance(routing metric) kept 

in the routing matrix for these networks is marked as 'exterior' 

so that distances to networks reached through exterior gateways 

will appear greater than distances through interior neighbors. 

The method of computing the routing vector is unchanged by 

the addition of EGP. The onlf modification is that routing 

updates are not immediately sent out to all interior neighbors 

when the routing changes as a result of information received from 

an exterior neighbor. This is to reduce the load on'the gateway 

due to changes in exterior net~ork reachability over which the 

gateway has no control. EGP will cause new updates to be sent at 

most once every PI seconds, which is currently defaulted to 30. 

See the secti on on timers be 1 ow. 

The EGP Update message is built from the routing vector, 

with at most one entry for each reachable network number. The 

first section in the update contains entries for interior 

neighbors, with the gateway itself listed first, followed by 

entries for each of its interior neighbors on the same network as 

the exterior neighbor to whom the update is being sent. The 
, " 
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second section contains entries for exterior gateways, and is 

left empty if the gateway is configured as a stub. An entry for 

a neighbor is included only if there are networks for which that 

gateway is the best known first hop. Thi s appl i es to the source 

gateway of the EGP Update, so that an Update sent from a gateway 

with only a single operable interface would not contain an entry 

for itself in the interior neighbor section. 

3.5.3 Neighbor Acquisit~on and Reachability 

The gateway uses the standard state table to run the EGP, 

with the following provisions ·for situations which are left 

unclear. unspecified. or uncovered in the EGP specification. 

If an Acquisition Request is received from a gateway that is 

not already a direct EGP neighbor, then that gateway is allowed 

to become a direct EGP neighbor, subject to the availability of 

space in the neighbor table. In particular this applies to 

interior neighbors and to indirect exterior neighbors as well as 

previously unknown gateways. 

The Mailbridge gateway may use either active or passive mode 

to determine neighbor reachability. normally thought of as 

up/down. Se 1 ecti on of act i ve or pass i ve mode occurs as follows: 
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When the Mailbridge actively acquires another gateway, it 
specifies active mode in the status field of the Acquisition 
Request. When an Acquisition Reply is received from the 
other gateway: 

If the status in the Acquisition Reply is passive or 
unspecified then the Mailbridge uses active mode. 

If the status in the Acquisition Reply is active then the 
Mailbridge uses passive mode . 

. When the exterior gateway sends the Acquisition· Request to 
the Mailbridge: 

If the status in the Acquisition Request is active or 
unspecified then the Mailbridge replies with passive 
status and uses passive mode. 

If the status in the Acquisition Request is passive then 
the Mailbridge replies with active status and uses active 
mode. 

In passive mode, reachability is determined by receiving 

either NR Poll Hello messages or Poll for Update messages with an 

Up indication in the Status field. The EGP specification 

describes the K out of N algorithm which is used. Currently, K = 

1 and N = 8 while the neighbor is being brought up when it is 

first acquired, and J = 1 and M = 4 to keep the neighbor up. M 

is configurable and N = 2·M. 

In active mode, the gateway uses either NR Poll I Heard You 

messages or Update Response messages to determine. that the 

neighbor is up. The K out of N algorithm is used, except that 

the parameters are determined by the network interface through 
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which the neighbor is reached. The gateway uses the same 

algorithm to bring up its own interface: the interface parameters I 
are used for all neighbor gateways reached through the interface. 

I The default K,N,J,M for AHIP 1822 interfaces are 3, 7,2,6. 

Once a neighbor has been declared up it must remain up in I 
order to remain in the OK state. If it is declared down then it I 
is immedi ate ly sent a Cease and put in the Cease-wai t state. 

There is no transition from Up to Down status without going I 
through the Cease state. 

I 
An indirect neighbor is immediately put in the OK/UP state 

upon receipt of an Update in which it is mentioned and kept there I 
so long as it is mentioned in succeeding Update messages. If a 

neighbor is not mentioned in an Update message for a period of I 
four polling periods (8 minutes) then it is timed out and I 
declared down. The number of periods is the same as that used 

for passive Up/Down neighbor reachability, but the longer period I 
is used to allow for missed Update messages. 

In core mode, the gateway will reject acquisition attempts 

by gateways us ing the same autonomous system number. In stub I 
mode, a gateway will accept EGP neighbors with the same 

autonomous system number. This feature is intended for use in I 
stub systems where there are other gateways belonging to the same 

.' 
I···•· 
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organization operating behind the LSI-II gateway. 

When a neighbor is put in the qUiet state. its entry in the 

neighbor table may be reused if there are no empty slots 

available to add new neighbors. The exception to this is that 

built-in neighbors are never removed from the neighbor table. 

3.5.4 Errors 

The gateway will send an error if the polling rate is at 

least 25% greater than the maximum rate specified when the 

neighbor was acquired. The gateway needs several polling periods 

to determine that the poll ing rate is too high. in order to 

remain unaffected by variations in packet delivery due to the 

network. 

The gateway will send the optional Cease message when it 

receives any message other than an Acquisition Request from a 

neighbor in the quiet state. 

3.5.5 Timers and Parameters 

The default values for the following parameters defined in the 

EGP Specification are as follows: 
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Minimum Hello interval 

Minimum Poll interval 

Retransmission interval for 
Acquisition Request or Cease 

Period for maintenance of 
state var i abIes in Down or 
Up states 

Period for maintenance of 
state variables in Cease or 
Acquisition states 

30 seconds 

2 minutes 

30 seconds 

See below 

4 minutes 
See below 

The phrase 'maintenance of state variables' in the 

specification is vague. In the Mailbridge gateway this means the 

existence of an entry in the neighbor table and a row in the 

routing matrix. Built-in neighbors are never removed from the 

neighbor table, so in this case P4 and P5 are infinite. Direct 

EGP neighbors are treated differently depending on whether the 

Mailbridge gateway is operating in active or passive mode. 

Further, as mentioned in the section on Up/Down and Acquisition, 

the gateway only allows a single transition from the Down to the 

Up state. The P4 value is long enough to give the neighbor a 

reasonable chance at transitioning from the Down to the Up state. 

Thereafter the value of P4 is that interval required to determine 

that the neighbor is down, which is determined by the type of 

neighbor and the interface through which the neighbor is reached. 
~ 
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In active mode. P4 is equal to the polling interval used to 

poll for Update messages. which is supplied by the other gateway. 

In passive mode the interval is four minutes when the neighbor is 

in the Down state. Thereafter the interval is the same es P2. 

Indirect neighbors are not covered by the.EGP specification. 

The equivalent P4 value for an indirect neighbor entry is four 

times P2, giving reasonable protection for routes if an update 

has been lost. or if a direct neighbor goes down and another 

direct neighbor must come up to advertise the route. 
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